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IMoauTuka
B OTHOIIEHUH 00PAa0OTKH U 3a1IMThI NIEPCOHAJIbHBIX JIAHHBIX

1. OGIIUE TOJIOKEHUS
1.1. Tepmunbl 1 onpejescnus

[lepconaibHpie JaHHble - J100ast MHpOpMAaLMs, OTHOCSIIIASCS K IIPSIMO MK
KOCBCHHO ONPCCIEHIIOMY WK orpeeisieMoMy (huzndeckomy Jimity (CyOnexry
[CPCOHANILHBIX JIAHHBIX). '

b Omneparop -  TOCYJAapCTBEHHBIM — opran,  MyHMIHMITQILHBIM  Oprai,
IOPUJIMYCCKOE WK (PUIMHECKOE JIMIIO, CAMOCTOSATEIILHO HITH COBMECTHO € JIPYIHMH
JIMIAMH Opraiusylole u (WMiM) ocyniecTsisiomue odpaboTky HepcoHaLIBIX
JIAHHBIX, a TaKKe OIPEIeISIIoNMe el 00paboTKH 1EPCOHANBHBIX JIaHHBIX,
COCTaB MEPCOHANLHBIX JMaHHBIX, MOJUIeKalMX 00paboTKe, neiterus (onepaimn),
COBEPIIACMBIC C ITIEPCOHAIBLHBIMU JIAHHBIMH.

O6paboTka MepCOHAIBLHBIX JAaHHBIX - JI000C JIeHcTBUC (Orepalus) M
COBOKYITHOCTL JICHCTBHE (Orepaluii), COBEpINAEMBIX C HCIIOIL30BANUEM CPEJICTB
aBTOMATHU3AlMM WJIM 0€3 MCIIOJIB30BAHUSI TAKUX CPEJCTB ¢ IMEPCOHAILHBIMU
JAHHBIMM, BKJIo4as cOOp, 3almch, CUCTEMATH3ALMIO, HAKOIUICHHE, XpalCHHE,
yroyHenue (OOHOBICHME, U3MEHCHHE), M3BJICYECHHE, HCHOJIL30OBAHME, Iepejady
(paciipocrpaiictiue, [peilocTaBieHue, JlocTyll), obesnynBatme, OJl0KHpOBaHHUE,
yJlajecHue, YHHYTOKEHHUE NIEpPCOHAIbHBIX JIAHHBIX.

ABTOMaTU3UpoBaHHas 00paboTKa MEepPCOHANBHBIX JAHHBIX - 00paborK:
EPCOHANILHBIX TAHHBIX C ITOMOIIBIO CPEJICTB BHIYUCIUTEIIBHOH TCXHUKH.

PacnipocrpaneHie MepcoOHAIBHBIX JIANHbIX - JCHCTBUS, HANPABJICHHBIC Ha
PACKPBLITHE 1EPCOHATBHBIX JIAHBIX HEOIIPC/ICICHHOMY KPYT'y JIMIL.

[IpejlocraBiicHue MEPCOHANBHLIX JIAHHBIX - JICHCTBUs, HAIPABICHHBIC HA
PaCKpPLITHE IICPCOHAILHBIX JAaHHBIX ONPEIENICHHOMY JIMILY MWK OIIPEICICHHOMY
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brokupoBanue mepCOHANBHBIX JAaHHBIX - BPEMEHHOE IMpEKpaIieHue
00pabOTKM MEPCOHAJBHBIX JaHHBIX (32 MCKIIOUEHHEM CJIydaeB, €ciii o0paboTka
HeoOXoauMa JiJIsl YTOYHEHUS IEPCOHATBHBIX JaHHBIX ).

YHUYTOXXEHHE MEePCOHANBHBIX JAHHBIX - JICHCTBHUA, B PE3yJIbTaTe KOTOPBIX
CTAaHOBHUTCS HEBO3MOKHBIM BOCCTAHOBUTBH COJIEP’KaHUE MEPCOHANBHBIX JAHHBIX B
WH)OPMAITMOHHONW CHUCTEME TMePCOHANBHBIX [JaHHBIX W (WIH) B pe3yibTaTe
KOTOPBIX YHUUTOXKAIOTCSI MaTepUaIIbHbIE HOCUTEIN TIEPCOHATBHBIX JaHHBIX.

OO6e3nuurBaHUe MEPCOHATBHBIX JAHHBIX - IEHCTBHSI, B PE3YIhTaTe KOTOPHIX
CTAaHOBUTCS HEBO3MOXHBIM 0€3 HCHOJb30BAHMS JIOMOJHUTENHHON HHGOpMALIUH
ONPENEIUTh MPUHAMICKHOCTh MEPCOHAIBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHANIbHBIX JJAHHBIX.

NudopmarnmonHas cucTemMa TEPCOHATBHBIX JAaHHBIX - COBOKYITHOCTh
cozep Kammxcs B 0a3ax JaHHBIX MEPCOHATBHBIX JAHHBIX U 00CCIICUMBAIOIINX HX
00paboTKy MH(POPMALIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX CPEJICTB.

Tpancrpanuvnas Tepemada IMEPCOHANBHBIX  JaHHBIX -  [epeaava
MEPCOHANIBHBIX JAHHBIX Ha TEPPUTOPHI0 HHOCTPAHHOTO TOCYyAapcTBa OpraHy
BJIACTH MHOCTPAHHOTO TOCYJapCTBa, WHOCTPAHHOMY (PU3UUYECKOMY JIUIY WIIU
WHOCTPAHHOMY FOPUIUYECKOMY JIUILY.

1.2. Ha3HayeHue ¥ MpPaBoOBasi 0CHOBA JIOKYMEHTAa

[TonmuTrka MBOY 04 HATIAM onpenensier CUCTEMY B3IVISI0B Ha
npobiemy oOecriedyeHusi 0€30MaCHOCTH TMEPCOHANBHBIX JaHHBIX U MPEJCTABISET
co00l cuCTEeMaTU3UPOBAHHOE M3JIOKEHHUE IeJIeH U 3a/1ad 3allluThl, KaK OJHO WJIU
HECKOJIbKO TIpaBUJ, MPOLEAYp, MPAKTUUYECKUX NPUEMOB U PYKOBOISAIINX
OPUHIMIOB B oOmacth  MHGOPMAILMOHHOM  0O€30MacHOCTH,  KOTOPBIMHU
pykoBoacteyercss MbOY JIO AT/IM B cBOEl AEATEIBHOCTH, a TAKKE OCHOBHBIX
MPUHIUIIOB TTOCTPOEHUSI, OPTaHU3AIMOHHBIX, TEXHOJOTHMYECKUX U TPOLETYPHBIX
aCIeKTOB oOecreueHrs 0€30MacCHOCTH MePCOHATBHBIX JaHHBIX.

3aKkoHOMaTEILHOM OCHOBOM HACTOSAIIEH [TommmTukn SIBIISIFOTCS
Koncturyuus Poccuiickont @enepaunu, ['paxkaanckuit, YrosoBHbeil U TpynoBou
konekchl, DenepanbHbiii 3ak0H OT 27.07.2006 Ne 152-®3 «O mnepcoHaNIbHBIX
naHHbIX», Oenepanbubiil 3akoH 0T 06.10.2003 Nel31-®d3 «O06 o6mMX MpUHIMIAX
OpraHu3alliid MECTHOTO camMoympaBiieHuss B Poccuiickoin denepanuin» 3aKOHBI,
yKa3bl, TOCTAHOBJIEHUS, JPYTM€ HOPMATHUBHBIC JOKYMEHTHI JI€MCTBYIOIIETO
3akoHogaTenbcTBa Poccuiickoit @enepannu, nokymeHTsl @CTOK n @Cb Poccun.

Hcnonb3oBanne nanHou I[loJMTHKKA B Ka4ecTBE OCHOBBI JJIsI MOCTPOCHUS
KOMITJIEKCHOW CHUCTEeMbI MH(OPMAIIMOHHON 0€30MacHOCTH MEPCOHANTBHBIX JAHHBIX
MBOY JIO4 ATAM no3BOJUT ONTUMU3UPOBATH 3aTpaThl HA €€ MOCTPOCHHUE.

[Ipu pazpabotke [oMUTUKK YUUTHIBAIUCH OCHOBHBIE MPUHITUIIBI CO3AaHUS
KOMILJIEKCHBIX CUCTEM OOecreyeHus: 6€30MacHOCTH UHPOPMaLIUU, XapaKTEPUCTUKU
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M BO3MOXHOCTH OpPTraHU3ALUOHHO-TEXHUYECKUX METOJOB U COBPEMEHHBIX
anmapaTHO-IPOrpaMMHBIX CPEACTB  3aIUTBl M NPOTUBOJAEUCTBUS  yrpo3am
0e30macHOCTH HH(pOPMAITUH.

OcHoBHble moNokeHMsT [lonmuTUkM  Oa3upyrOTCs Ha  KAaue€CTBEHHOM
OCMBICJICHUU BOTIPOCOB 0€30MacHOCTH MH(OPMAIMKM U HE 3aTParuBaiOT BOIPOCOB
SKOHOMHMYECKOTO  (KOJMYECTBEHHOI0) aHajn3a PUCKOB U  OOOCHOBaHUS
HEOOXOMMBIX 3aTpaT Ha 3aIIUTy HWH(OPMAITUH.

Hacrosmas [lonuTika ycTaHaBiMBaeT MOPSIOK 00paOOTKHU MEPCOHATBHBIX
bu3MYecKuX Ul B CBA3U C peaju3alleil TPYIOBbIX OTHOLIEHWW U B CBS3U C
okazannem MBOVY JJOJ ATJAM o0pa3oBaTeNbHbIX YCIYT U OCYUIECTBICHUEM
Ipyrux QyHKIUH.

2. CocTaB MepcoHATbHBIX TaHHBIX

MBOY 04 ATAM (Omneparop 00paOOTKM NEPCOHAIBHBIX JaHHBIX)
o0pabaTbIBaeT CJEAYIOIME KAaTErOpuu MEPCOHAIBHBIX JAaHHBIX B CBSI3U C
peanuzaieit 00pa3oBaTENbHBIX YCIYT U TPYJIOBBIX OTHOIICHUA:

dbamMunusi, uMsi, OTYECTBO;

aJpec MPOKUBAHUS U TPOIUCKH;

TenedoH;

CEeMEMHOE TI0JIOKCHHUE;

WHBIE TTACTIOPTHBIC TAHHBIE;

NHH.

a TaK>Ke MEePCOHANIbHBIC JJAHHBIE, COJICPKAIIUECS B:

MMCbMEHHOM 3asIBJICHUH C MMPOCKOON O MOCTYIJICHUH Ha padoTy;

COOCTBEHHOPYYHO  3allOJJHCHHOW W TOJAMHMCAaHHOH  TpaKTaHHUHOM
Poccuiickon denepanyii aHKETE;

KOIHSIX NACIOPTa U CBUJIETEIILCTBE O TOCYAApPCTBEHHON PETUCTPALIUU aKTOB
IPaXKIAHCKOTO COCTOSIHUS;

TPYAOBOW KHUKKE;

JTOKYMEHTE, MOATBEPKAAIOIIETO MPOXOKICHUE BOCHHON U MHOU
CITYKOBI;

KOIHH JIOKYMEHTOB 0 npodeccruoHanTbHOM o0pa3oBaHuH,
poecCHOHANbHON TIEPETNOTOTOBKE, MOBBIICHUU KBATU(UKAIINKI, CTAXKUPOBKE,
MPUCBOCHUM YYEHOM CTEIEHU, YYEHOTO 3BaHUS (€CJIM TAKOBBIE UMEIOTCS);

KOMMUM  PEelIeHWH O HarpaxJIeHWU TOCYJApCTBEHHBIMH  HarpajgaMu
Poccunitickonn  @enepaunun, IlouerHon rpamoroun Ilpesunmenta Poccuiickon
deneparuu, 00 o0bsBIeHMH OmaromapHoctu  IIpesumenta  Poccuiickoi
denepanuy, NPUCBOCHUM [OYETHBIX, BOMHCKUX M CHEIUAJIbHBIX 3BaHUM,
MPUCYXKJEHUHU TOCYIAPCTBEHHBIX MPEMUI (€CITM TAKOBBIE UMEIOTCS);



AK3EMILUISIPE  TPYAOBOTO JOTOBOPa, a TAKXKE 3K3EMIUISIpaX MUCbMEHHBIX
JOTIOJTHUTENBHBIX ~ COTJIAIIEHUM, KOTOPHIMH  O(DOPMIISIIOTCS ~ U3MEHEHUs U
JIOTIOJTHEHUS, BHECEHHBIE B TPYAOBOM JIOTOBOD;

KOIMUU JOKYMEHTOB BOMHCKOrO Yyd4eTa ([JI1 BOCHHOOOSI3aHHBIX M JIHII,
MOJJIEXKAIINX [TPU3bIBY HA BOCHHYIO CITYKO0Y);

aTTECTAIIMOHHOM JINCTE PAOOTHHKA, MPOILIEIIErO aTTECTAIMIO, U OT3bIBE 00
WCITOJTHCHUH UM JIOJDKHOCTHBIX O0SI3aHHOCTEH 3a aTTECTAIMOHHBIN TIEPHO/T;

DK3aMEHAITMOHHOM JIUCTE pabOTHHWKA W OT3bIBE 00 YpPOBHE €r0 3HAHWH,
HaBBIKOB U YMEHUH (ITpodheCCHOHAIBHOM YPOBHE);

KOIUU PENICHU O MOOILIPEeHUH PaOOTHUKA, & TAKKE O HAJIOXKEHUU HA HEro
JUCHUTIIMHAPHOTO B3BICKAHUS /IO €T0 CHITHS WA OTMEHBI;

KOIMK JIOKYMEHTOB O Hauaje CIy>KeOHOW IMPOBEpKH, €€ pe3yibTaTax, 00
OTCTpaHEHUU PAOOTHHMKA OT 3aMEIIaeMOM JOJIKHOCTH;

JOKYMEHTaX, CBSI3aHHBIX C OQOpPMIICHUEM JONMyCKa K CBEICHUSIM,
COCTaBJISIOIIUM TOCYJAPCTBCHHYIO WJIM MHYIO OXPaHSIEMYIO 3aKOHOM TalHY, €CIIU
UCIIOJIHEHHE  O0s3aHHOCTEW MO  3aMenaeMoll  JIOJDKHOCTH — CBSI3AHO €
UCITOJIb30BAaHUEM TaKUX CBEJICHUN;

KOIMM  CTPaxOBOTO  CBUJETEIbCTBA  OOA3ATEIBHOTO  MMEHCHUOHHOTO
CTpaxoBaHU;

KOIHUKU CBUJIETENICTBA O TOCTAHOBKE Ha Y4Y€T B HaJOTOBOM OpraHe
dbuzmyeckoro JMIa MO MECTY JKUTEIbCTBA Ha Tepputopun Poccuiickoi
denepannu;

KOIUU CTPAXOBOTO MEIUIIMHCKOTO TOJIMCA 0053aTebHOTO MEIUIIMHCKOTO
CTpaxOBaHUs TPAXK/IaH;

MEIUIUTHCKON KHIKKE,

Jlnst mene okazaHusi 0Opa30BaTEIbHBIX YCIYT U OCYIIECTBICHUS] TPYIOBBIX
byukiuit (momnomounii, oosizanHocteil) B MbOY O ATAM oOpabateiBatoTcs
CJIEAYIONINE KaTerOPUU NEPCOHATBHBIX JJAHHBIX:

- (pamunus, UMsi, OTUYECTBO;

- aJipec MPOKUBAHUS U TTPOIHUCKHY;

- TenedoH;

- UHbIE TTACTIOPTHBIC JIAHHBIE;

- aApeC MEKTPOHHOU NOYTHI;

- UHH;

- CHUJIC;

- UHBIC CBEJICHUS YKa3aHHbBIC 3asBUTEIICM.



3. Ilepenaya nepcoHAJBLHBIX JAHHBIX

Omneparop He MPENOCTaBISIET U HE PACKPbIBAET CBEIEHUS, COJEpKallue
NEPCOHAIBHBIE JaHHbIE Pa0OTHUKOB, OOYYAlOIIMXCS W UX POAMTENEH , TpeTbel
CTOpOHE 0€3 NUCBMEHHOIO COIJIacusi CyObeKTa NEepPCOHAIbHBIX JaHHBIX, 3a
VCKIIFOUEHHUEM CIIy4aeB, KOTJIa 3TO HEOOXOMMO B LIEJSX NPEIYyIPEKICHUS YIPO3bI
KU3HK M 370pPOBBIO, a TakXKe B CIydYasX, YCTaHOBICHHBIX (eaepaabHbIMU
3aKOHaMH.

[Io MOTHBUPOBAHHOMY 3alpOCy MCKIOYUTENBHO JUISI BBINOJIHEHUS
BO3JIO’KEHHBIX 3aKOHOJATEIIbCTBOM (YHKIMM M MOJHOMOYMI IE€pPCOHAIbHBIC
JaHHbIE CYObEKTa IEPCOHAJIbHBIX JAaHHBIX O€3 €ro coryiacus MOryT OBITh
nepeaHbl:

- B CyZIcOHBIEC OpraHbl B CBSI3U C OCYILIECTBIEHUEM MIPABOCYIUS;

- B OpraHbl roCy1apCTBEHHON OE€30MaCHOCTH;

- B OpraHbl IPOKypaTyphl;

- B OpraHbl NOJUIUY;

- B CJICZICTBEHHBIE OpPIaHbl;

- B MHBIE OpPTraHbl U OPraHU3alMM B CIIy4asiX, yCTAHOBJIEHHBIX HOPMATHUBHBIMU
IIPABOBBIMU aKTaMH, 00s13aTEIbHBIMU JIJIs1 UCTIOTHEHUS.

PaGoTHuku nBopua, Beayue oOpaOOTKYy MEpPCOHANBHBIX JaHHBIX, HE
OTBEYAIOT HA BOIIPOCHI, CBSI3aHHBIE C TMEpeAadeldl MEepCOHANbHBIX JaHHBIX I10
TenedoHy Uiu pakcy.

4. IpaBa cy0beKTOB MEPCOHATBbHBIX JTAHHBIX

CyObeKkT mnepcoHalbHBIX JaHHBIX BIpaBe TpeboBath 0T OrnepaTopa
YTOYHEHUSI €T0 MEePCOHANBHBIX JAHHBIX, UX OJOKUPOBAHMS WM YHUYTOKEHUS B
cllydyae, €clii TepCOHAJIbHbIE JaHHbIC SBJSIOTCS HEMOJIHBIMHU, YCTapeBILHMH,
HETOYHBIMU, HE3aKOHHO MOJyYEHHBIMH WM HE SIBISIOTCS HEOOXOAMMBIMHU JIJIst
3asiBJICHHOW 11eJI1 00pabOTKH, a TakXke MPUHUMATh MPETYCMOTPEHHBIE 3aKOHOM
MEPBHI TI0 3aIUTE CBOUX MPaB.

JIist peaniv3aiiiu BBINIEYKA3aHHBIX TMPaB CYOBEKT MEPCOHANIBHBIX JaHHBIX,
MOXET B MOPSAKE yCTaHOBIEHHOM CT.14 denepanbHoro 3akoHa ot 27.07.2006 Ne
152-®3 «O mnepcoHANBHBIX JaHHBIX», OOPATUTHCA C COOTBETCTBYIOLIUM
3arpocoM. J{J1s1 BBIMOJMHEHMs TaKUX 3alpocoB IpeactaButento Oneparopa MOXKET
noTpeboBaThCsS yCTaHOBUTH Bally JIWYHOCTE W 3ampOCUTh JTOTIOJHHUTEIHHYIO
uH(pOpMaIHIO.

Ecnu cyObekT mepcoHanbHBIX JaHHBIX CUUTAET, yTo OnepaTrop OCyIeCTBISIeT
00pabOTKy €ero MepcoHaIbHBIX JAHHBIX C HAPYIICHHEM TPeOOBAaHMI HACTOSIIETO
denepaqbHOr0 3aKOHAa WJIM MHBIM 00pa3oM HapyllaeT ero mnpasa M CBOOObI,



CyOBEKT MEePCOHANBHBIX JTAHHBIX BIIPaBE 00KAJIOBAaTh JACUCTBUS WIH O€3ICUCTBHUE
OnepaTtopa B BBILIECTOSIIIMI OpraH, B OpPraHbl MPOKYypaTyphl WU B CyIeOHOM
MOPSAKE.

Kpome TOro, meictByroiiee 3aKOHOIATEIBCTBO MOXET YCTAHABIMBATh
OTpaHUYCHHUSI U IPYTUE YCIOBHS, Kacaroluecs YIIOMIHYThHIX Bbillie Baiux mpas.

5. O0BbeKTHI 3aIUTHI

OCHOBHBIMH OOBEKTAaMH CHUCTEMBI O€30MACHOCTU MEPCOHAIBHBIX JTAHHBIX B
MBOY IO ATAM sBasitoTcs:
— HH(POpPMAIIMOHHBIE PECYPChl C OTPAHUYCHHBIM JIOCTYIIOM, COJCpPIKAIllKe
MepCOHAIbHBIE JaHHBIC;
— MPOIIECChl 00Pa0OTKN MEPCOHANBHBIX JaHHBIX B MH(POPMAITMOHHOW CUCTEME
nepcoHainbHbix AaHHeix MBOY JIOJ ATIM, uHpopMaiimoHHbIE TEXHOJIOTHUH,
perinaMeHThl W mpoueaypsl cbopa, 00paOOTKH, XpaHCHHS U Mepeaadu
nHpopMaruu, MEepCcoHA Pa3pabOTYMKOB U TIOJIB30BATEIICH CHUCTEMBI U €€
00CITy>KUBAIOITUI TIEPCOHAT;
— nHpopMarmoHHass UHPPACTPYKTypa, BKIIOUYAIOIIAS CUCTEMbI OOpabOTKU H
aHanu3za WUHGOPMAIMU, TEXHUYECKUE M TIpOrpaMMHBIE CpPEJCTBAa €€ 00paboTKH,
nepeayu U OTOOpakKeHUs, B TOM YHCII€ KaHAJIbl MH(POPMAIMOHHOIO OOMEHa U
TEeJIEKOMMYHHUKAIIUH, CHUCTEMBl W CPEACTBA 3alUThl HHQPOPMAIUH, OOBEKTHI H
MOMEIIEHUsI, B KOTOPBIX PAaCIIOJIOKEHBl TEXHHYECKHE CpelICTBA 00pabOTKHU
MEPCOHAIBHBIX TaHHBIX.

6. Ilesin m 3a1a4n oOecnevyeHUs1 0€30MACHOCTH
MEPCOHAJNBHBIX JaHHbIX
6.1. UnuTepecsl 3aTparuBaemMbIX Cy0beKTOB HH(POPMAIIHOHHBIX OTHOIIEHUH

6.1.1. CyObexkramu uWHGOPMAIIMOHHBIX OTHOUIEHUN TIpu obecreueHnun
6e3omnacHocTH nepcoHanbHbIX JaHHeiXx MBOY 1O ATJM sBnstoTcs:
- MBOY IO ATAM, kak coOCTBeHHUK MH(GOPMAIIMOHHBIX PECYPCOB;
— pykoBoactBo u corpyanuku MbBOY JIOH ATIAM, B cooTBeTCTBUU C
BO3JIO)KEHHBIMU Ha HUX (PYHKIMSIMU;
= dbuzndeckue guna, cocrosume ¢ MBOY JOJ ATIAM B rpaxmaHCKoO-
MPABOBBIX OTHOLICHUSX (TpaxaaHe);

6.1.2. IlepeuucnenHsie = CyOBEKTbl HMHPOPMALMUOHHBIX  OTHOIICHHI
3aMHTEPECOBAHbI B 00CCIICUEHUU:
— CBOEBPEMEHHOTO JIOCTyIa K HEOOXOAUMBIM UM MEPCOHAJIBHBIM JaHHBIM (MX
JIOCTYITHOCTH);



— JIOCTOBEPHOCTH  (MOJHOTBI, TOYHOCTH, aJI€KBaTHOCTH, LIEIOCTHOCTH)
NEPCOHANIBHBIX JAHHBIX;

— KOH(HIEHIIUATLHOCTH (COXpaHEHHUsI B TAHE) MEPCOHANIbHBIX JTAHHBIX;

— 3alATBl OT HAaBS3bIBAHHUA UM JIOKHBIX (HEJOCTOBEPHBIX, HCKaKEHHBIX)
MEPCOHANIBHBIX JAHHBIX;

— pasrpaHU4eHHs] OTBETCTBEHHOCTH 3a HapyIIEHUs MX MpaB (MHTEPECOB) U
YCTaHOBJICHHBIX MPaBUJI 0OpAIICHUs C IEPCOHATBHBIMH JJAaHHBIMU;

- BO3MOXXHOCTM OCYLIECTBJIEHUS HEINPEPBIBHOIO KOHTPOJIA W  YIPaBJICHUS
nporeccaMmu 00pabOTKH U TIEpeaun EPCOHANBHBIX JaHHbBIX;

— 3alIUTHI IEPCOHATBHBIX JAHHBIX OT HE3aKOHHOTO PaCIPOCTPAHEHUS.

6.2. Ilesn 3aIIMTHI

6.2.1. OcHOBHOW LeJbIO, HA JOCTHKEHHE KOTOPOIl HalpaBi€HBl BCE
nojio)keHuss  Hacrosiied  [lomutuku, — gBisercs  3amuTta  CyOBEKTOB
uHopmarmonseix otHomennit MBOY IO ATJM OT BO3MOXKHOTO HaHECEHUs
UM MaTePUATBHOTO, PU3NYECKOr0, MOPAIbHOIO WM MUHOTO ylepOa, MocpeICTBOM
CIIy4ailHOrO WJIM MpPEeJHAMEPEHHOr0 BO3ACHCTBUS HAa MEPCOHAIbHBIC JaHHBIC, UX
HOCUTEJIH, ITpoLecchl 00pabOTKU U Mepeaayn.

6.2.2. VYka3zaHHas 1elb JOCTHTaeTCi IOCPEACTBOM OOECIEYeHUS U
IIOCTOSIHHOT'O MOJAJIEPKaHUS CIENYIOIUX CBOMCTB EPCOHATIBHBIX JAHHBIX:

- JOCTYIHOCTH TEPCOHAJIbHBIX JAHHBIX [JIs1 JIETAJbHBIX I0Jb30BaTENEH
(ycToitunBoro (QyHKUMOHUPOBaHHUS HHPOpMalMOHHbIX cucteM MBOY 1O/
ATIM, mnpu KOTOPOM MOJIB30BAaTEIM HMEIOT BO3MOXKHOCTH  IOJYyYECHUSA
HEOOXOJMMBIX TEPCOHAIBHBIX JAaHHBIX M PE3yJNbTaTOB pEIICHHUS 3aaad 3a
IpUEMIIEMOE JIsl HUX BpeMsl);

- LEJIOCTHOCTU ¥ AyTEHTUYHOCTH (IIOJTBEPKIEHUE aBTOPCTBA) MEPCOHATBHBIX
JAHHBIX, XpaHUMbIX U 00pabaTbiBaeMblX B MH(OpPMAIMOHHBIX cucTtemMax MBbOY
A0 ATIM u nepenaBaeMoil o KaHajaaM CBSI3H;

— KOH(HUICHLIMATLHOCTH - COXPAaHEHHMs] B TaWHE OMNPENEICHHOW 4YacTu
MEPCOHANIBHBIX JaHHBIX, XPAHUMBIX, 00paldaThIBAa€MbIX M IMepeaBaeMbIX IO
KaHaJlaM CBSI3U.

6.2.3. HeoOxomuMmblii  ypoBeHb  JOCTYHMHOCTH,  IICJIOCTHOCTH U
KOH(HIEHIIMATbHOCTH MEPCOHATIbHBIX JTAHHBIX oOecrieuynBaercs
COOTBETCTBYIOIIUMH MHOYKECTBY 3HAYUMBIX YTPO3 METOJAAMH U CPEIACTBAMHU.

6.3. OcHOBHBIE 32J2a4YH CUCTEMbI 00ecneYeHus 0e30IMacCHOCTH
MEePCOHATBbHBIX JAHHBIX

6.3.1. lns qocTrkeHus: OCHOBHOM LIEH 3aIlMThI M 00ECIICUEeHUs YKa3aHHbBIX
CBOMCTB TNEPCOHAJIBHBIX JAHHBIX CcHUCTeMa oOecrnedeHus HHPOPMAIMOHHOM



o6ezonmacioctu  MBOY 1O ATJIM nomkna obOecneunBaTh 3(h(exTuBHOE
pELIEHHE CIEIYIOIINX 3a/1a4:

- CBOEBPEMEHHOE BBISIBIICHHE, OLEHKAa M IMPOTHO3UPOBAHHWE HCTOYHUKOB
yrpo3 UHGOPMAIMOHHON 0€30MacCHOCTH, MPUYMH U YCJIOBHUH, CIOCOOCTBYIOIIUX
HAaHECEHMIO  yliepba  3aMHTEpPECOBAaHHBIM  CyOBEKTaM  HMH()OPMAIIMOHHBIX
OTHOIIIEHUH, HAapPYUICHUI0 HOPMAJIBHOTO (DYHKIIMOHUPOBAHUS HH(DOPMAIIMOHHBIX
cuctem MBOY 1014 ATAM;

- CO3JaHME MEXaHHW3Ma OIEPaTUBHOIO pEarupoOBaHUS HA  YIPO3bI
0e30macHOCTH MH(POPMAIIMK U HETaTUBHBIE TEHICHIINY;

- CO3JaHHE YCIOBHWM I MUHHUMM3ALMM W JIOKAJIW3alMd HAHOCHUMOTO
yiepba HEnpaBOMEPHBIMU ACHCTBUSAMU (PU3MYECKUX U IOPUAMYECKUX JIHII,
OCJIa0JICHHE HETaTUBHOIO BIIMAHMS M JIMKBUAALUS MOCIEICTBUA HApYyIICHUS
0e30macHOCTH MH(OpMaLUy;

- 3allMTy OT BMEWIATeNbCTBA B  MpOLECC  (PYHKIMOHUPOBAHUSA
unopmarmonneix cucrem MBOY JIOJ ATJAM nocTtopoHHMX il (IOCTyH K
UH(POPMAILIMOHHBIM pecypcaM JOJDKHBI MUMETh TOJBKO 3apEerUCTPUPOBAHHBIE B
YCTaHOBJIEHHOM HOPSAKE TOJIb30BaTENN);

- pa3rpaHMYeHHME JOCTyNa IOJb30BaTele K  HMH(OPMALUOHHBIM,
amnmapaTtHbIM, IPOTPaMMHBIM M HMHBIM pecypcam MDBOY JOJ ATAM
(BO3MOXXHOCTh JOCTyIIa TOJBKO K TEM PECypcaM M BBINOJHEHUS TOJIBKO TEX
omnepauuid C HUMH, KOTOpPbIE HEOOXOIWMBI KOHKPETHBIM IIOJIb30BATENIAM IS
BBIIIOJIHEHHUSI CBOUX CIY’)KEOHBIX OOS3aHHOCTEW), TO €CTh 3alIUTy OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIIA;

- obecrnieueHue ayTeHTU(UKALUKU TOJb30BaTeNel, Y4YacTBYIOIIMX B
UHPOPMAIIMOHHOM OOMeHe (MOATBEP)KACHUE TOUIMHHOCTH OTHpPAaBUTENS U
noJty4aress uHpopmaiun);

- 3aIIUTy OT HECAHKUMOHUPOBAHHOW MOJM(DHUKAIMU HCIOJIb3YEMBIX B
uHpopmanmonneix cucremax MBOY O ATIAM nporpaMMHBIX CpEICTB, a
TAaK)K€ 3alIUTy CUCTEMbl OT BHEAPEHUS HECAHKIMOHUPOBAHHBIX MPOTPAMM,
BKJIFOYAsi KOMIIBIOTEPHBIE BUPYCHI;

- 3amMTy HWHGOPMALKUKM OrPAHUYEHHOTO IIOJIb30BAHUSA OT YTEUKU [0
TEXHUYECKUM KaHajaM IpHu ee oO0paboTke, XpaHEHHHM U Iepeaaye Mo KaHajlaM
CBS3HU.

6.4. OcHOBHBIE MyTH pPelIeHUs 321a4 CUCTEMbI 321U ThI

[TocTaBneHHbIE OCHOBHBIE LEIH 3aIUTHl U PEIICHUE MEPEUUCIICHHBIX BbIIIE
3aJlay 10CTUTAOTCA:

— CTPOTHM YY€TOM BCEX MOJUISKAINX 3allUTe PEeCcypcoB HHPOPMAIIMOHHBIX
cuctem MBOY IO ATAM (urdopmanuu, 3a1a4d, JTOKyMEHTOB, KAHAJIOB CBSI3H,
CepBEpPOB, aBTOMATU3UPOBAHHBIX PA0OUUX MECT);



— KypPHaJIUPOBAHUEM JNEUCTBUI IIepCcoHaIA, OCYILECTBIISIOIIETO
oOCIy’KMBaHME © MOAU(PUKALMIO TMPOTPAMMHBIX U TEXHHUYECKUX CPEJCTB
UH(OPMAIMOHHOW CUCTEMBI;
— MOJHOTOM, peaJbHOM  BBIMNOJHUMOCTBIO U HEMPOTHUBOPEUYUBOCTHIO
TpeOOBaHMI OpPTraHU3AMMOHHO-PACTIOPSIUTEIBHBIX TOKYMEHTOB BBIIIE CTOSIIUX
opraHu3aluii 1o BompocaM obOecrieueHus 6€30MacHOCTH HHPOPMAIINH;
— MOJATOTOBKOM  JOJKHOCTHBIX JIMI[ (COTPYIHUKOB), OTBETCTBEHHBIX 3a
OpPraHW3alUI0 M OCYIIECTBICHUE MPAKTUYCCKUX MEPONPHUATHN MO 00ECIICUCHUIO
0€30MacHOCTH MEPCOHANBHBIX TJAHHBIX U MPOIIECCOB UX 00PabOTKH;
- HAJCJICHUEM  KaXKJIOT0  COTpyAHUKA  (MOJB30BATENsI)  MHUHHMAIBHO
HEOOXOJAUMBIMU IS BBITIOJIHEHUSI UM CBOMX (DYHKIIMOHANBHBIX OOS3aHHOCTEM
MOJIHOMOYMSIMU TI0 JOCTyny K nHpopmarmonusiM pecypcam MBOY IO ATAM;
- YEeTKMUM 3HAHHEM U CTPOTUM COOJIOJIEHUEM BCEMH I0JIb30BATEISIMU
uHopmanmonnsix cucrem MbOY JIOJ ATJAM tpebGoBaHuii opraHU3aliMOHHO-
pacropsAUTEIbHBIX JIOKYMEHTOB TI0 BoOmpocaMm oOecreueHus 0e30MacHOCTH
uHdopmaIuy;
- MEPCOHAIBLHON OTBETCTBEHHOCTBIO 32 CBOU AECHCTBUS KaXIOTO COTPYAHUKA,
B paMKax CBOUX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEH HMEIOIIET0 JOCTYI K
uHpopmamonssM pecypcam MbOY IO ATAM;
— HEMPEPBIBHBIM MOJJEP)KaHUEM HEO0OXOAUMOTO YPOBHS 3alllUIIEHHOCTH
anemMeHToB uHdpopmarmonHoi cpeast MbOY J1IOJ ATAM,;
- npuMeHEHUEM (PU3NYECKUX W TEXHUYECKUX (TPOrpaMMHO-aNmapaTHbIX)
CPEACTB 3alllUThl PECYpPCOB CHUCTEMbI W HENPEPHIBHOM aIMHUHUCTPATUBHON
MOAACP>KKOM X UCTIONB30BAHUS;
— 3(QPEeKTUBHBIM  KOHTPOJEM  HaJ  COOJIOJIEHUEM  TOJIb30BaTEIIMHU
uHdopmarmonasix pecypcoB MBOY JIOJ ATAM TpeboBanumii o oOecredeHHIo
6e3omacHocTu MH(pOpMAIUY;
= opyuandecko  3ammTod  umHTepecoB MBOY 1O ATIM npu
B3aUMOJICUCTBUM C BHEIIHMMHU OpraHu3alusMu (CBSI3aHHOM C OOMEHOM
MEepPCOHAIBLHBIMU JTAHHBIMU) OT MPOTHUBOINPABHBIX JACHCTBUM, KaK CO CTOPOHBI TUX
OpraHu3aluii, TaK U OT HECAHKIMOHUPOBAHHBIX JCHCTBUN OOCITYKHUBAOIIETO
nepcoHasa U TPEThbUX JIUII.

6.5. OcHOBHBbIE IPUHIIUIIBI IOCTPOEHHUS CUCTEMbI 0€30IIACHOCTH
MEePCOHAIBHBIX IaHHBIX.

[Toctpoenue cucrempl, obecriedeHus: OE€30MaCHOCTH MEPCOHATIBHBIX JTaHHBIX
MBOY JOI ATAM, u ee (GpyHKIHMOHMPOBAHHUE JIOHKHBI OCYIIECTBIISTHCS B
COOTBETCTBHH CO CIEIYIOIIMMHU OCHOBHBIMHU IIPUHITATIAMMU:

- 3aKOHHOCTB,



— CUCTEMHOCTB;
— KOMILUIEKCHOCTb;

— HEMPEPBIBHOCTE;

— CBOEBPEMEHHOCTH;

— MIPEEMCTBEHHOCTD U HETIPEPHIBHOCTh COBEPIIICHCTBOBAHUS;

— pazyMHasi JOCTaTOYHOCTh (SKOHOMHYECKas 11€JIECO00Pa3HOCTD);
— NepcoHaIbHAas OTBETCTBEHHOCTD;

— MUHHMU3AIUS TTOTHOMOYHNIH;

— WCKITIOUYCHUE KOH(IJINKTa HHTEPECOB;

— B3aUMO/ICHCTBUE U COTPYHUYECTBO;

— T'MOKOCTb CUCTEMBI 3aIUTHI;

— OTKPBITOCTh AJITOPUTMOB U MEXAHU3MOB 3aIlIUThI;

— MPOCTOTA MPUMEHEHHUS CPEJICTB 3aIUTHI;

- 000CHOBaHHOCTh U TEXHUYECKAs PEATU3yEeMOCTb;

— crienuaIn3anys U npodecCuoHaIN3M;

— 0053aTENBHOCTh KOHTPOJIA.

6.6. 3akoHHOCTH

[Ipenmonaraer OCyIIECTBICHHE 3alIUTHBIX MEPOIPHUATHH U Pa3padOTKy
CHUCTEeMBl O€30IMaCHOCTH TepCcOoHaNbHBIX JaHHpIx MBOY JIOHA JATAM B
COOTBETCTBUM C JCHCTBYIOIIMM 3aKOHOJATEJIHCTBOM B OOJACTU  3allUThHI
MEPCOHATBHBIX JIAaHHBIX, a TaKXKe JIPyTMX 3aKOHOJATEIbHBIX AaKTOB IO
oe3onacHoctu uHpopmainuu PD, ¢ mpuMeHeHHEM BCEX 03BOJICHHBIX METOJOB
OOHapyXEHUSI W TPECCUCHHS MPABOHAPYIICHWH MHpH paboTe ¢ MEPCOHATBHBIMH
JTAHHBIMH.

[IpuHsTBIE MeEpbl 0€30MacHOCTH IEPCOHAJBHBIX JIAHHBIX HE JOJDKHBI
MPENATCTBOBATh JOCTYITY IPAaBOOXPAHHUTEIIBHBIX OPraHOB B IPEIYCMOTPEHHBIX
3aKOHOAATEILCTBOM CITydasiX.

Bce mnonb3oBarenu wuHpopmanuonHoi cucrembr MBOY JIOA ATIM
JIOJDKHBI UMETh TMPEJCTaBICHUE OO0 OTBETCTBEHHOCTH 3a IPaBOHAPYIICHUS B
o0nacTu 00pabOTKH MEPCOHAIBHBIX JIAHHBIX.

6.7. CucTteMHOCTH

CucTeMHBI TOJAXO0J K IIOCTPOCHHUIO CHCTEMBI 3aIUThl WMHGOPMAIUK B
MBOY J0J ATAM  npenmonaraeT ydeT BCE€X  B3aWMMOCBS3aHHBIX,
B3aMMOJICHCTBYIOIIUX W H3MEHSIOIIMXCS BO BPEMEHM DJIEMEHTOB, YCJIOBUU U
(GbakTOpoB, 3HAYMMBIX IS TIOHUMAaHUs W PEIHICHUs MpoOJIeMbl 00ECIeUCHUs
0€30MacHOCTH NMEPCOHATBHBIX JIAHHBIX.

[Ipu co3manum cUCTEMBI 3alIUTHl JOJKHBI YUWUTHIBATHCA BCE Ciadbie H
HamOoJee ys3BUMbIe MecTa uHpopmarmonueix cuctem MBOY JIOJ ATIAM, a



TaK)K€ XapakTep, BO3MOXKHBIE OOBEKTHI M HAIPABJICHUS aTaK HA HEE CO CTOPOHBI
HapymmTenei (0COOEHHO BEICOKOKBATM(DUIIMPOBAHHBIX 3JI0YMBIIIJICHHUKOB).

Cucrema 3alUThl JOJKHA CTPOUTHCS C YUETOM HE TOJIBKO BCEX M3BECTHBIX
KaHaJIOB MPOHUKHOBEHUS W HECAHKIIMOHHPOBAHHOTO JOCTYyMa K MHPOPMAIIH, HO
U C Y4ETOM BO3MOKHOCTH TIOSIBJICHHSI IPUHIIUIIAAIEHO HOBBIX IyTEH pearn3ariu
yIpo3 0€30MacHOCTH.

6.8. KommiekcHocTh

KomriiekcHOe MCIOIb30BaHUE METOJIOB M CPEACTB 3aITUTHI KOMITBIOTEPHBIX
CHCTEM TIPEIoJiaracT COTJIACOBAaHHOE MPHUMEHEHHUE DPAa3HOPOIHBIX CPEACTB IPH
MIOCTPOCHUH IIEIIOCTHON CHUCTEMBI 3aIlWTHI, IEPEKPHIBAIOIICH BCE CYIICCTBCHHBIC
(3HAYMMBIE) KaHAIBI pEATU3aIMK YTPO3 M HE CoJIeprKallell cladbIX MECT Ha CThIKaxX
OTJICTLHBIX €€ KOMIIOHEHTOB.

3amura JoJKHA CTPOUTHCS AIICIIOHUPOBAHO.

BremHss 3ammTa goipKHA oOecreduMBaThes (DU3UUSCKUMH CPEICTBAMH,
OpraHU3alMOHHBIMH M MIPABOBBIMU MEpPaMHU.

6.9. HenmpepbIBHOCTH 3aIUTHI

Obecnieuenre  0€30MaCHOCTH  NEPCOHAJIBHBIX  JIaHHBIX -  IPOIIECC,
ocyuiecTBisieMbld  pykoBojgcteoM MBOY O ATAM, aaMuHUCTpaTOpoM
0e30macHOCTH NH(POPMALTMOHHOM CUCTEMBI U COTPYTHHUKAMU BCEX YPOBHEH.

DTO HE TOJIBKO U HE CTOJBKO MpOLEAypa WIH TMOJWTHKA, KOTOpas
OCYLIECTBIISIETCS. B ONPEICIICHHBI OTPE30K BPEMEHH WJIM COBOKYIIHOCTBH CPEICTB
3aIIMTHI, CKOJIBKO MPOLECC, KOTOPBIN TOJKEH MOCTOSHHO UJITH Ha BCEX YPOBHSX
BHyTpr MBOY 1O/ ATAM wu kaxneiid corpyaauk MbOY O ATIAM noimken
MPUHUMATh y4aCTUE B ’TOM MPOLECCE.

JlesTenbHOCTh 1O 00eceYeHnI0 UHPOPMALIMOHHON O€30MaCHOCTH SIBJISETCS
COCTaBHOM 4acThIO MOBCEAHEBHOM AesTtenbHocT MBOY O ATAM.

N ee sdpdextuBHOCTh 3aBUCHT OT ydactusi pykoBojactBa MBOY J10O]]
JOTJM B obecnieyeHnn HHGOPMAIIMOHHOM 0€30MaCHOCTH MEPCOHANBHBIX JTAHHBIX.

Kpome Toro, GonbIIMHCTBY (DU3UYECKUX U TEXHUYECKUX CPEICTB 3aIUTHI
st 3(PEKTUBHOrO BBHINOJHEHHUSI CBOMX (PYHKIMH HEOOXOAuMa MOCTOSTHHAs
OpraHu3alMoOHHas (aAMUHUCTpPATUBHASA) MOJAEpPKKA (CBOEBpPEMEHHasi CMEHAa H
oOecrieueHUE TMPaBWIBHOTO XpaHEHWS MW TPUMEHEHUS HMEH, MapoJieH,
nepeonpeiesieHUe MOJTHOMOYUH U T.11.).

[lepeppiBBl B paboTe CpeACTB 3allUThl MOTYT OBITh HCIIOJIb30BAaHbI
3JIOYMBIIUICHHUKAMH JIJI aHaJIu3a MPUMEHSIEMBIX METOJIOB M CPEICTB 3alllUThI,
JUIS BHEJPEHUS CIICHUANIBHBIX MPOrPAMMHBIX U annapaTHBIX "3aKIaoK" U Ipyrux
CPEJIICTB MPEOIOTIECHUS 3aLUTHI.



6.10. CBoeBpeMeHHOCTH

[Ipeanonaraer ynpexaarolmi xapaktep Mep obecrneueHus 0e30MacHOCTH
MEPCOHAIBHBIX JAHHBIX, TO €CTh IMOCTAHOBKY 3aJa4 MO KOMIUIEKCHOM 3aluTe
NEPCOHANIBHBIX JIAaHHBIX M pealu3alnuio Mep olecreueHus 0e30MacHOCTH
MEPCOHANILHBIX JTAHHBIX HA paHHUX CTagusax pa3pabO0TKu WHOOPMAITMOHHBIX
CUCTEM B LIEJIOM U UX CHCTEM 3aILUTHI, B YACTHOCTH.

Pa3paboTka cucTeMbl 3alUThI JOHKHA BECTUCH NAPAILIENBHO C pa3padOTKOM
U Pa3BUTHEM CaMOW 3alUIaeMoil WH(OPMAIIMOHHONW CHUCTEMBI. DTO ITO3BOJIUT
ydecTb TpeOoBaHHMs 0O€30MacHOCTU MpPHU MPOEKTHUPOBAHWUU aAPXUTEKTYpPhl U, B
KOHEYHOM cYeTe, co3AaTh Oosiee 3pdekTuBHbIC (KaK MO 3aTpaTaM pecypcoB, TaK U
M0 CTOMKOCTH) CUCTEMBI, 00JIaJJalol1e JOCTATOYHBIM YPOBHEM 3aIIUIIIEHHOCTH.

6.11. IlpeeMCTBEHHOCTH U COBEPILIEHCTBOBAHME

[IpenmonaraeT NOCTOSIHHOE COBEPIIECHCTBOBAHUE MEP M CPEACTB 3AIMTHI
MEPCOHAIBHBIX JAHHBIX HAa OCHOBE IPEEMCTBEHHOCTH OpPraHU3allMOHHBIX U
TEXHUYECKUX pElIeHUH, KaJpOBOrO COCTaBa, aHalu3a (QYHKIIMOHUPOBAHUS
uHdopmarmonnsix cucrem MBOY JIOJ[ AT/IM u cuctemsl ee 3allUThl C y4eTOM
M3MEHEHUM B METOJaX W CpEICTBaxX IepexBara WH(OpMalu, HOPMATHUBHBIX
TpeOOBaHU MO 3alIUTE, JOCTUTHYTOIO OTEUECTBEHHOTO M 3apyOeKHOTO OIbITa B
3TOI 00JIaCTH.

6.12. Pa3ymHasi 10CTATOYHOCTh (3KOHOMUYECKAs 11eJ1eCO000Pa3HOCTD).

Pa3zymMHast 10cTaTOYHOCTH MPEAIOIAraeT COOTBETCTBUE YPOBHS 3aTpaT HA
oOecrieueHre 6€30MacHOCTH MEPCOHAIBHBIX IAHHBIX IIEHHOCTH WH(OPMAITMOHHBIX
PECYPCOB U BEJIMYMHE BO3MOXKHOTO yillepOa OT UX pasrilallieHus], yTpaThl, YyTEUKH,
YHUYTOXXCHUS U UCKAXKEHUSI.

Ucnonb3dyembie  Mepbl W cpeiacTBa  obecriedeHuss  0€30MaCHOCTU
MH(POPMAITMOHHBIX PECYPCOB HE JOKHBI 3aMETHO YXYAIIATh YPrOHOMUYECKHUE
nokasarend padoThl KOMIMOHEHTOB HH(popManuoHHbIX cucteM MBOY JIO/]
ATIAM.

N3nuane MEPBI 0€30MacHOCTH, IIOMUMO 3KOHOMHUYECKOU
Her((PEeKTUBHOCTH, MPUBOJIAT K YTOMIICHHIO M Pa3IpaXEHUIO MEPCOHAIA.

Co3aaTh aOCOJIIOTHO HEMPEOAOJUMYI0 CUCTEMY 3alllUThl MPUHIIUIHATIBEHO
HEeBO3MOXHO. Iloka mepcoHalbHBIE JaHHBIE HAXOASITCSA B  OOpallleHUH,
MPUHUMAEMble MEpPbl MOTYT TOJIBKO CHHU3UTh BEPOSITHOCTh HETaTUBHBIX
BO3JICUCTBUI WK yIIepO OT HUX, HO HE UCKITIOYUTh X MOJTHOCTHIO.

[Ipy moCcTaTOYHOM KOJMYECTBE BPEMEHH M CPEACTB BO3MOXHO MPEOAOJEThH
mo0yro 3amuty. [1o3ToOMy uMeeT CMBICT paccMaTpruBaTh HEKOTOPHIN TPUEMIIEMBIN
YpOBEHb 0OecTiedeHus1 6€30MacHOCTH.



BricokoaddexTuBHaAs cucTeMa 3allUThl CTOUT JOPOTO, HCIOJB3YeT IMpHU
paboTe CyYHIECTBEHHYIO YacThb pPECypcOB U MOXET CO3[aBaTh OILIyTHUMbIE
JOTIOJTHUTENIbHBIE HEY100CTBA MOJIH30BATENSIM.

BaxxHo mnpaBwibHO BBIOpaTh TOT JOCTATOYHBIA YPOBEHb 3alllUTHI, MPH

KOTOPOM 3aTpaThl, PUCK U pa3Mep BO3ZMOKHOTO yiiepOa Obli Obl IPUEMIIEMBIMH.
6.13. [lepcoHajibHAsI OTBETCTBEHHOCTb.

[lepconanbHast OTBETCTBEHHOCTb npeamnosaraet BO3JI0KEHUE
OTBETCTBEHHOCTH 3a o0ecnedyeHrue Oe30MacCHOCTH NEPCOHAIBHBIX JAHHBIX |
CHCTEMBI MX 00pabOTKH Ha KaKJIOTO COTPYAHHKA B TPEJIENIaX ero MOJHOMOYHUH.

B cooTBeTCTBHH € 3TUM NPHHLMIIOM pacIpeiesieHrue MpaB U 00A3aHHOCTEN

COTPYIHHUKOB CTPOUTCSI TAKUM 00pa3oM, 4TOOBI B CiTydae JitoOOro HapylIeHUs Kpyr
BUHOBHUKOB OBbLJT Y€TKO U3BECTEH UJIM CBEICH K MUHUMYMY.

6.14. MuHUMHU3AIHS TTOJTHOMOYHIA

MuHrMH3a1usl MOJTHOMOYMI O3HA4YaeT MPEIOCTaBICHUE IOJIb30BATENSIM
MUHUMAJIBHBIX MPaB JOCTYIA B COOTBETCTBUU CO CITY:KEOHON HEOOXOIUMOCTBIO.

JlocTyn K MepCOHAIBHBIM JTAHHBIM JIOJKEH MPEIOCTaBIATHCSA TOJIBKO B TOM
cillyuae M 00beMe, €Cld 3TO HEOOXOIUMO COTPYIHHUKY JUJIsl BBIIIOJIHEHUS €TrO
JOJKHOCTHBIX 00513aHHOCTEH.

6.15. Uckiovyenne KOHPJINKTA HHTEPECOB (pasaesenne GpyHKIHMiN)
OddexTuBHas cuctema odecrieyeHus: UHOOPMAMOHHON O€30aCHOCTH

IpeanosaraeT YeTKoe pa3aesieHue 00s13aHHOCTEN COTPYIHUKOB U UCKITIOUEHUE
CUTYallMii, Koraa cepa OTBETCTBEHHOCTH COTPYAHUKOB JOMYCKAET KOH(PIUKT
UHTEPECOB.

Cdepsr MOTEHIUAIBHBIX KOH(JIMKTOB JIOJIKHBI BBISIBIISITHCS,
MUHHAMH3UPOBATHCS, U HAXOAUTCS 110 CTPOTMM HE3aBUCHMBIM KOHTPOJIEM.

Peanuzanys qaHHOro MpHHLMIA OPEAIIONaraeT, YTo HU OJIUH COTPYIHUK HE
JOJDKEH WMETh IIOJHOMOYHMH, MO3BOJISIIOUIMX €MY €IMHOJIMYHO OCYLIECTBISATH
BBINIOJIHEHUE KPHUTUYHBIX onepanuil. HaxeneHune cOTpyJHUKOB MOTHOMOYHSIMHU,
MOPOKAAIOIIMMU KOH(QIUKT WHTEPECOB, JAET €My BO3MOKHOCThH MOJITaCOBBIBATH
MH(OpPMAIMIO B KOPBICTHBIX LEISAX WM C T€M, YTOObI CKPBITh MPOOJIEMbl WU
MOHECEHHBIE YOBITKH.

JUis CHUKEHHMS pHUCKa MaHUMYJIMPOBAaHUS MEPCOHAIBHBIMU JaHHBIMU U
pUCKAa XHWILEHHUS, TAKWUE IIOJHOMOYMS [JOJDKHBI B MAKCHUMAJIbHO BO3MOXKHOU
CTENIEHU OBITh pa3ielieHbl MEXAYy pasnuyHeiMu cotpynaukamu MBOY J1OJ1

JITIM.



HeoOxomgumMo mpoBOAUTH NEPUOAMYECKHE MPOBEPKU  OOSI3aHHOCTEH,
GyHKUMNA U €ATeTbHOCTH COTPYAHUKOB, BBIMOJIHSIOMIMX KIIOUYEBbIe (DYHKIIHMH, C
TEM, 4TOObI OHU HE UMEJIM BO3MOKHOCTHU CKPBIBATh COBEPILICHUE HEPABOMEPHBIX
JEUCTBUM.

Kpome Toro, HeoOXOomWMO TpPHHWMATh CHEIUATBHBIE MEpPHI  TIO
HEJIONYIIICHUIO CTOBOPa MEXIY COTPYAHUKAMMU.

6.16. BzaumoneiicTBue U COTPYIHUYECTBO.

B3aumopericteue 151 COTPYAHUYECTBO MPEAnOoIaraeT CO3JaHue
OmaronpusitHoi aTtmocdepbl B kouiektuee MBOY O/ ATAM. B Ttakoi
00CTaHOBKE COTPYJIHUKH JIOJDKHBI OCO3HAHHO COOMIOJAaTh YCTAHOBJICHHBIE
MIpaBUJIa U OKAa3bIBATh COJICVCTBUE JIEATEIIBHOCTH OTBETCTBEHHBIM 332 OPTaHU3ALUIO
00pabOTKH MEPCOHANTBHBIX TAHHBIX.

BaxxabiM 31eMeHTOM 3((PEKTUBHON CHCTEMBI OOecredeHHs] Oe30IacHOCTH
nepcoHanbHbIX AaHHbIXx B MBOY JIOJ AT/M sBisieTcs BBICOKash KyJbTypa
paboThI ¢ HHPOpMAITUEH.

PykoBoacteo MBOY JOJI JATJIM Hecer OTBETCTBEHHOCTb 3a CTPOTO€
COOJIIOJIEHNE ITUYECKUX HOPM U CTaHIapTOB MPO(PECCHOHAILHON NESITEIIbHOCTH,
MOAYEPKUBAIOLIEH U JIEMOHCTPUPYIOLIEH NMEPCOHATY Ha BCEX YPOBHSAX Ba)KHOCTH
obecnieueHus: uHPopmarmonHout 6ezonacnoctu MbOY JO ATAM.

Bce corpynauxkun MBOY IO ATAM pomkHBI TOHUMAaTh CBOKO POJIb B
npoiiecce odecrneueHuss UHGOPMAIMOHHON 0€30MaCHOCTH U MIPUHUMATH y4acTUE B
sToM Tmporecce. HecmoTps Ha TO, 4YTO BBICOKas KyJnbTypa oOOecrnedeHus
nH(OPMAITMOHHOW 0€30MaCHOCTH HE TapaHTHUPYET aBTOMATHYECKOTO JOCTHUKEHUS
neneil, ee OTCYTCTBHUE CO3JaeT OoJibllie BO3MOXXHOCTEW IS HapyIIEeHUs
0e30macHOCTH WU He OOHApY)eHUs (DAKTOB ee HapyIICHHUS.

6.17. 'MOKOCTL CHCTEMBI 3aIIUThI

Cuctema oOecrnieueHuss MHGOPMALMOHHONW O0€30MacHOCTH JOJKHA OBITh
croco0Ha pearupoBaTh Ha U3MEHEHMS BHEITHEH CpeJlbl U YCIOBHUI OCYIIECTBICHUS
MBOY O ATAM cBoeii AesaTeIbHOCTU. B 4nciio TakuX U3MEHEHUM BXOAST:

— M3MEHEHHUs OpraHu3allMOHHON U mTaTHOU cTpykTypel MBOY O ATIM,;
- U3MEHEHHE CYIIECTBYIOIIUX WA BHEAPEHUE MPUHIMUIUAIBHO HOBBIX
WH(POPMAITMOHHBIX CUCTEM;

— HOBBIE TEXHUYECKHUE CPEICTBRA.

CBoiicTBO  THOKOCTM  CHUCTEMBI  oOecrmiedueHusi  HWH(DOPMAIMOHHOM
O6e3omacHOCTH W30aBIsIET B TAKWX CHUTYaIlUAX OT HEOOXOIWMOCTH TMPUHSTHS
KapIMHAJIBHBIX MEp IO MOJTHOW 3aMEHE CPEACTB U METOJIOB 3aIlIUThl HA HOBBIE, UTO
CHIYKAeT €€ OOIIYI0 CTOUMOCTb.



6.18. OTKpPBITOCTH AJITOPUTMOB U MEXaHU3MOB 3AIIUTHI

CyTb pUHITUIIA OTKPHITOCTH AJITOPUTMOB U MEXaHU3MOB 3aITUTHI COCTOWT B
TOM, 9YTO 3alllUTa HE JOJDKHA OOECIeUMBATHCS TOJBKO 3a CYET CEKPETHOCTU
CTPYKTYPHOU OpTaHU3aIMU ¥ AITOPUTMOB (DYHKIIMOHUPOBAHUS €€ TIOJICUCTEM.

3HaHUWE aJrOpUTMOB pabOThl CHCTEMBI 3alllUThl HE JOJDKHO JaBaTh
BO3MOXXHOCTH €€ IpeoaoJieHus (Jaxe aBTopam). DTO, OJIHAKO, HE O3HAYaeT, YTO
nHbopMaIus 00 UCIOJIb3yeMBIX CHCTEMax W MEXaHW3MaX 3alllUThl JIOJDKHA OBITh
o0111eTI0CTyITHA.

6.19. [IpocToTa NPUMEHEHUS CPEIACTB 3AMUTHI

MexaHu3Mbl U METOJIBI 3alTUThI JOJDKHBI OBITh MHTYUTHBHO ITOHSTHBI H
IIPOCTHI B UCITOJIB30BaHUU. [IpMEHEHHE CPEJICTB U METOOB 3allIUThI HE JTOJDKHO
OBITh CBSI3aHO CO 3HAHUEM CIEIHUAJIBHBIX SA3BIKOB WJIM C BHIIIOJIHEHUEM JICHCTBUH,
TPeOYIOMNX 3HAYNTEIBHBIX JOMOJHUTEIBHBIX TPYA03aTpaT MPU OOBIYHON padboTe
3aperUCTPUPOBAHHBIX IIOJIb30BATENICH, a Takke HE JODKHO TpeOoBaTh OT
MIOJIB30BATEISI BHIMTOJTHEHHUS PYTHHHBIX MAJIOTIOHATHBIX €My OTIEPAIIHiA.

6.20. O00CHOBAHHOCTH U TeXHHYECKAs PeaIn3yeMoCcTh

NHdopManimoHHble TEXHOJIOTUH, TEXHUYECKHE M MPOTrpaMMHBIE CPENCTBA,
CpEIICTBA U MEPHI 3aAIIMTHI IEPCOHAIBHBIX JAHHBIX JOJKHBI OBITh pEaTM30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHS HAYKU M TEXHHKH, OOOCHOBAHBI C TOYKHU 3PEHHUS
JOCTUKEHUS 3aJJaHHOTO YpPOBHS 0€30MacHOCTH MH(OPMalUUd U 3KOHOMHUYECKOU
1eJ1ecO00Pa3HOCTH, a TAKXKE JOJIKHBI COOTBETCTBOBATh YCTAHOBJIEHHBIM HOPMaM U
TpeOOBaHUAM MO OE30MACHOCTU MEPCOHANBHBIX JaHHBIX.

6.21. Cneumnanu3zanus v npogeccuoHaATU3M

[Ipeanonaraer npuBiedeHUE K pa3pabOTKE CPEACTB M pealu3aluud Mep
3aIMThl NEPCOHAIBHBIX JIaHHBIX CHEUATM3MPOBAHHBIX OpraHu3aluii, Haudosee
MOJATOTOBJICHHBIX K KOHKPETHOMY BHJy JACSTEIBHOCTH IO O0OECIEeUEHUIO
Oe3omacHOCTH MH(GOPMAIMOHHBIX PECYPCOB, HMMEIOIIMX ONBIT MPAKTHUYECKOM
paboTHI U TOCYJAPCTBEHHYIO JIMLIEH3UIO HA [TPaBO OKa3aHUS yCIyT B 3TON 00JIacTH.

Peanuzanus aqMUHUCTPATUBHBIX MEpP M OKCIUTyaTallUsi CPEJCTB 3aIlUTHI
JOJKHA OCYILIECTBIISITHCS MPOQPECCHOHANIBHO MOJATOTOBICHHBIMH CIIEHHUAINCTaAMU
VYrnpaBnenuss o0pa3oBaHusi (OTBETCTBEHHBIMH 3a OpraHuzaiuio o0paboTKu
NEPCOHANbHBIX JJAHHBIX).

6.22. O06513aT€ILHOCTH KOHTPOJISI

[Ipenmomnaraer 00sA3aT€TbHOCT M CBOEBPEMEHHOCTH  BBISBICHHUS U
IpeceyeHs] TOMBITOK HApYILICHUs YCTAHOBJIEHHBIX MpaBWi, oOOecreueHus
0€30MacHOCTH TEePCOHAIBHBIX JIaHHBIX, HAa OCHOBE HCIIOJIb3YEMBIX CHCTEM H
CPEICTB 3alIUThl EPCOHATBHBIX JAHHBIX, IPU COBEPILIEHCTBOBAHUM KPUTEPHUEB U
METO/I0B OLEHKH 3(PPEKTUBHOCTU ITUX CUCTEM U CPEJNICTB.



KonTponp 3a gesaTensHOCTBIO JIIOOOTO TMOJIB30BATENs, KaXIOTO CPElCTBa
3allMThl U B OTHOUIEHUU JIIOOOr0 OOBEKTA 3allUThI JIOJDKEH OCYHIECTBISTHCA Ha
OCHOBE MIPUMEHEHUS CPEACTB OMEPATUBHOIO KOHTPOJISI U PETUCTPALMU U JOJKEH
OXBaThIBaTh KAaK HECAHKIIMOHUPOBAHHBIE, TAK M CAHKIWOHUPOBAHHBIC IEHUCTBUS
IIOJIb30BATEIICH.

Kpome Toro, sddextuBHass cucrema obOecrnedeHuss HWHPOPMAITMOHHOM
Oe3omacHoCTH TpeOyeT HaJdMuus aJIeKBaTHOM M BCeoObEeMITIONIEH MH(pOpMaIUU O
TEKYIIEM COCTOSIHUM TIPOIIECCOB, CBSI3aHHBIX C JABWKEHUEM WH(DOpManuu u
CBEJICHUN O COOJIIOJICHUM YCTAaHOBJICHHBIX HOPMATHBHBIX TPeOOBaHUM, a TaKkKe
JOTIOJTHUTENBHOU UH(OPMAIIMK, UMEIOIIEH OTHOILIIEHUE K TPUHSATUIO PEIICHUH.

Nudopmarus nomkHa OBITH HAJEKHOW, CBOEBPEMEHHOM, JOCTYITHOM U
IPaBUILHO O()OPMIICHHOM.

Henocrarku cuctembl oOecriedeHus: WHGOPMAIMOHHOW 0€30MaCHOCTH,
BbIsABIICHHBIE coTpyaHukamu MbBOY IO ATIAM #omKHBI HEMENJIEHHO
JIOBOIUTBHCA 110 cBeaeHuss aupekropa MBOY 0O ATIM wu onepatuBHO
YCTPaHATHCS.

Bomnpockl, KOTOpble KaXXyTCSd HE3HAYUTEIbHBIMH, KOTJa OTJEJIbHbIC
MPOIIECCHl PACCMATPUBAIOTCS HM30JUPOBAHHO, MPU PACCMOTPEHHUHM HMX HapSAy C
JPYTUMH acleKTaMu MOTYT yKa3aTh Ha OTPHUIATENIbHbIC TEHJICHIINH, TPO3SIINE
NepepacTy B KPyIHbIE HETOCTATKU, €CIIM OHU HE OYIyT CBOEBPEMEHHO YCTPAHEHBI.

1. Mepbl 1o odecrnevYeHuIo 3allIMThI NEPCOHAJIBHBLIX TAHHBIX

Omnepatop mpeanpuHUMaeT He0OX0IUMbIE OpPTraHU3AIMOHHBIE U TEXHUYECKUE
MEphI IO 3alUTe NEPCOHATBHBIX JaHHBIX. [IprUHMMaeMble Mepbl OCHOBAaHBI Ha
TpeboBanmsx cT. 18.1, c1.19 denepanbroro 3akona ot 27.07.2006 Ne 152-d3 «O
NEpCOHAIBHBIX  JaHHbIX», [loctaHoBinenus  IlpaBurenbcTBa  Poccuiickoi
@®enepanuun - ot 21.03.2012 Ne 211 «OO06 yTBepKI€HUM TIEPEUHS MED,
HaIpaBJICHHBIX Ha OOECNEeYEHUE BBIMOTHEHUSI 00S3aHHOCTEH, MPEAYCMOTPEHHBIX
®denepanbHbiM  3aKOHOM «O TMEpCOHANBHBIX JIAHHBIX» © TPUHATHIMH B
COOTBETCTBUM C HHM HOPMATHBHBIMH TIPABOBBIMH aKTaMH OIlEpaTOpaMH,
SBIISTFOIITUMCSL ~ TOCYJapPCTBEHHBIMH W MYHUIIUINIAJIBHBIMH  OpPTaHAME,
[TocranoBnenun IlpaButensctBa Poccuiickonn @eneparuu ot 15.09.2008 No 687
«O0 ytBepxaeHun Ilonoxenus o0 0OCOOEHHOCTSAX OOpPaOOTKU MMEPCOHAIBHBIX
JTAHHBIX, OCYIIECTBIISIEMOI 0€3 UCIIOJBb30BaHMS CPEJICTB AaBTOMATU3ALII.

B gactHOCTH:

1). Ha3uaueHsl JHIla, OTBETCTBEHHBbIC 3a OPraHU3aALMI0 OOpPabOTKU U
obecrieueHre 6€30MaCHOCTH MEPCOHAIBHBIX TAHHBIX.

2). Paspabotano u BHeapeHO T1os10kKeHne 0 3auTe MepCOHANTBHBIX JaHHBIX.

3). Jluma,  Bemymme  oOpaOOTKy  TEpPCOHAIBHBIX  JIAHHBIX,
MIPOUHCTPYKTUPOBAHBI M O3HAKOMJICHBI C HOPMATUBHBIMH TIPABOBBIMH aKTaMH,
PETJIAMEHTUPYIOIIMUMH TOPSOK paOOThI U 3aIUTHI TEPCOHATBHBIX TAHHBIX.



4). PasrpanuveHsl mpaBa Jgoctyna K oOpadaThIBaeMbIM TEPCOHATBHBIM
JIAaHHBIM;

5). B memsax ocymecTBICHUS BHYTPEHHETO KOHTPOJS COOTBETCTBUS
00paboOTKH TMEPCOHATBHBIX AaHHBIX YCTAHOBJICHHBIM TPEOOBAaHUSIM MPOBOISTCA
NepUOINIECKHEe POBEPKU yCIOBUNH 00pabOTKU EPCOHATBHBIX TaHHBIX.

6). IlomuMO BBINIEYKAa3aHHBIX MEpP, OCYIICCTBIISIOTCS MEPhl TEXHHYECKOTO
XapakTepa, HalpaBJICHHbIC Ha!

- IPEJOTBPAICHNS HECAHKIIMOHUPOBAHHOTO JIOCTYIa K CUCTEMaM, B KOTOPBIX
XPaHATCS IEPCOHAIBHBIE TAHHBIE;

- pe3epBUpPOBaHMS M  BOCCTAHOBJICHHMS  NEPCOHAIBHBIX  JAHHBIX
paboTOCIIOCOOHOCTH TEXHHUYECKHX CpPEACTB W MPOTPaAaMMHOIO OOecredeHus,
CPEICTB 3aluThl WHPOpMauu B WHGOPMAIMOHHBIX CHUCTEMAaxX IEPCOHATbHBIX
JTAaHHBIX MO (DULIPOBAHHBIX WIn YHHUYTO>KEHHBIX BCJIC/ICTBUE
HECAHKIIMOHUPOBAHHOTO JAOCTYIA K HUM;

- HHbIE HEOOXO0IMMBbIE MEPBI OE30MACHOCTH.

8. Mepbl, MeTOBI M CPeaCTBA o0eceYeHust
TPedyeMoro ypoBHsi 3alllUThl HH(POPMALMOHHBIX PECYPCOB

8.1. MepsbI obecnieuyennsi HHPOPMALUOHHOM 0€30MMACHOCTH

Bce mepbl o0ecniedeHuns: 6e30nacHOCTH MH(POPMATMOHHBIX CUCTEM
JlenaprameHTa MOAPa3AEIISIIOTCS Ha!
— MIPaBOBbIE (3aKOHOAATENBHBIC);
— MOPAJIBHO-3THYECKHUE;
— TE€XHOJIOTHYECKHE;
— OpraHu3alMOHHbIE (aAMUHUCTPATUBHEIE);
- busnueckue;
— TEXHUYECKHUE (anmnapaTypHble U POTPaMMHBIE).

8.1.1. 3akoHonaTebHbIE (IPAaBOBbIE) MePbI 3AIUTHI

K mpaBoBbIM MepaMm 3alUThl OTHOCSITCS JACHCTBYIOIIME B CTPAaHE 3aKOHBI,
yKa3bl U HOPMATUBHBIE aKThl, pPErJaMEHTHUPYIOLIME TMpaBuia OOpalleHust ¢
NEPCOHAIBHBIMHU JIaHHBIMM, 3aKpeIUISIONIe MpaBa U OOS3aHHOCTU YYaCTHHKOB
WH(OPMAITMOHHBIX OTHOIIEHWN B TIpoliecce MX OOpaOOTKM M HMCIOJB30BaHUS, a
TAaK)K€ YCTAaHABJIMBAIOUIME OTBETCTBEHHOCTh 3a HAPYIICHHUS JTUX MPABUIL
[IpaBOBbIE MEpHBI 3aIIUTHI HOCAT B OCHOBHOM YIPEXIAIOMINM, TPO(PHIaKTHYECKUI
XapakTep U TPeOYIOT MOCTOSTHHON pa3bsICHUTENBbHON pabOThI C MOJIb30BATENISIMU U
OOCITy’)KMBAIOIIUM  TEPCOHAIOM  HH(POPMAIIMOHHBIX  CUCTEM  YIpaBJICHUS
oOpa3oBaHus.

8.1.2. MopajibHO-3THYeCKHEe MePbI 3alIIUThI

K MOpalbHO-3TMYECKMM MepaM OTHOCATCS HOPMBI IOBEIEHHUSA, KOTOpBIE
TPaJAMLIMOHHO CJOXWJIMCh WM CKJIAQJbIBAIOTCS 10 MEpe pacnpoCTpaHEHUs
WH(OPMAIMOHHBIX TEXHOJOTUIA B AJIMUHUCTPALUUA. DTU HOPMbI OOJBIIEH YaCThIO



HE SBJISTFOTCSL 0053aTeTLHBIMU, KaK 3aKOHOJIATEIHHO YTBEPKIACHHBIE HOPMATHBHBIE
aKThl, OJHAKO, UX HECOOJIOJICHHE MOXXET NPUBECTH K MaJCHUI0 aBTOPUTETA,
MpeCcTHXa YeJI0BEKa, TPYNIbI JUIl WK AJIMHUHUCTpALMU B 1ejI0M. MopaibHo-
ATUYECKUE HOPMBI OBIBAIOT KaK HENMWCaHble, TaK MW IIHMCaHble, TO €CTh
o¢opMIICHHBIE B HEKOTOPBIN CBOJI (YCTaB) MPaBWII WM MpeAnucanuii. MopaibHO-
TUYECKUE MEPBI 3AIUTHI SBISIFOTCS MPOPUITAKTUICCKUMA U TPEOYIOT TTOCTOSTHHOMN
paboOTHI MO CO3/IAHUIO 3/TOPOBOTO MOPAIBHOTO KIIMMAaTa B KOJIJICKTHUBE.

8.1.3. TexHoIOrHYEeCKHE MePbI 3N THI

K manHomMy Buay Mep 3alIUTBl OTHOCSITCS PA3HOTO POJia TEXHOJOTMYECKHUE
pellieHusT W TIPUEeMbl, OCHOBAHHBIE HA MCIIOJb30BAHUU HEKOTOPBHIX BHJIOB
H30BITOYHOCTH (CTPYKTYPHOH, (PYHKIIMOHAIBHOM, MH(POPMAITMOHHOM, BpEeMEHHOMN
M T.aI.) U HaOpaBJICHHbIE HAa YMEHBIICHHE BO3MOXKHOCTH COBEPIICHUS
COTPpYJHUKAMHU OIIMOOK W HApYyIICHUH B pamMKaxX MNPEIOCTAaBICHHBIX MM IpaB U
MMOJTHOMOYHH.

8.1.4. Opranu3zanuoHHble (A/AMUHUCTPATUBHbIE) MEPbI 3AIIUTHI

OpranuzanuonHbie  (aAMUHUCTPATUBHBIE) MEPBhI 3aIllUThl - O3TO MEPbI
OpraHU3aIMOHHOIO XapakTepa, pETIIAMEHTHUPYIOIIHUE IIPOLIECCHI
(GYHKITMOHUPOBAHHUS CUCTEMbBI 00pa0OTKH MEPCOHANIBHBIX JAHHBIX, HCIIOJIb30BAaHHE
€€ PECypCoOB, JACATEIBHOCTh OOCITY>KHUBAIOIIETO IMEpCOHaa, a TaKXke MOPSII0K
B3aMMOJICUCTBUSL TOJb30BAaTECi C CUCTEMOW TakuM 00pa3oM, 4YTOOBI B
HauOOJBIIEH CTENEHU 3aTPYAHUTh WM HCKIIOYHUTH BO3MOXXHOCTH pealii3alluu
yIrpo3 0€30MacCHOCTH UJIU CHU3UTH pa3Mep MOTEPh B ClIydae UX peau3aluu.

8.1.4.1. @opmuposanue nonumuku 6ezonacnocmu

['maBHasg nenb aAMUHUCTPATUBHBIX MEp, MPEANPUHUMAEMBIX Ha BBICHIEM
YIPABJICHUYECKOM YpPOBHE - CPOPMHUPOBATH TMOJHUTUKY B 00JacTu oOecreyeHus
0€30MacHOCTH TEPCOHANBHBIX JAHHBIX (OTPAKAIONIIYI0 TOAXOABI K 3alluTe
MEePCOHATIBHBIX JIAHHBIX) U OOECIEUUTh €€ BBITIOJHEHUE, BBIJCIAS HEOOXO0IUMbIC
pecypchl U KOHTPOJIUPYSI COCTOSIHUE JIET.

C mpakTH4YeCKOM TOUYKM 3peHUs TMOJUTHUKY B o00JacTh olecrnedeHus
Oe3omacHoCTH TepcoHaIbHBIX JgaHHbIX B MBOY JIOJA ATIAM nenecoobpazHo
pa30uTh Ha 1Ba ypoBHA. K BepXHEeMy ypOBHIO OTHOCSITCS PEIICHHS PYKOBOJICTBA,
3aTparuBatomue aesteabHocts MBOY JIOJI JITJIM B nenom. [loauTuka BepXHEro
YPOBHSI JIOJDKHA YETKO O4YepTUTh cdepy BIUAHHS U OTPAHUYCHUS TIpU
ompeiesieHUH 1iefiel 0€30MacHOCTH MEePCOHANIBHBIX JIAHHBIX, OMPEACIUTh KaKUMHU
pecypcamMu (MaTtepualibHbIC, CTPYKTYpHBIC, OpraHU3allMOHHBIE) OHHU OyayT
JIOCTUTHYTBI, U HAWTHU PA3yMHBIH KOMIIPOMHUCC MEXIY MPHUEMIIEMBIM YPOBHEM
6e3omacHOCTH U (DYHKIIMOHAIILHOCTBIO.



[lonuTHka HWKHET0 YpOBHS, ONpeNenaseT NpOUEAypbl, W NpaBUIA
JOCTHKEHMSI 1IeJIell W peleHus 3a7ady 0e30MacHOCTH MEPCOHATbHBIX JAHHBIX U
JeTanu3upyer (peraaMeHTUpyeT) 3TH NMpaBUa;

— KaKOBbl pOJIM U OOSI3aHHOCTH JIOJDKHOCTHBIX JIMI, OTBEYAIOIIME 3a
IIPOBEJICHHE MMOJIUTHKN O€30aCHOCTH IEPCOHANIBHBIX JIaHHBIX;

— KTO MMEET IpaBa JOCTyNa K MEPCOHAIbHBIM AaHHBIM, KTO M IpPHU KaKUX
YCIIOBUSIX MOKET YATATh U MOAUPUIIUPOBATH IEPCOHANbHBIC JAHHBIC U T.1.

[TonuTrka HUKHETO YPOBHS JOJIKHA:

— peayCcMaTpUBATh periaMeHT UH(GOPMAITMOHHBIX OTHOLIEHUH,
MCKJTFOYAOIINX BO3MOYKHOCTh IIPOU3BOJIbHBIX, MOHOIIOJIBHBIX WIH
HECAHKIIMOHUPOBAHHBIX JCHCTBUI B OTHOLIEHUH MH(POPMAIIMOHHBIX PECYpPCOB;

— ONPENENATh KOAMMUIHUOHHBIE W HWEPAPXUYECKUE NPUHUUIIBI U METOMAbI
pa3zeneHusl CEKPETOB U Pa3srpPaHUYEHUs JOCTyNA K IEPCOHAIBHBIM JaHHBIM;

- BBIOMpATH IIPOTPaMMHO-TEXHUYECKHE (anmapatHsbIe) CpEACTBa
npotuBogercteuss HCJI, ayreHTudukanuu, aBTOpU3alud, UACHTU(PUKALMH U
JPYTUX 3alIUTHBIX MEXaHU3MOB, 00ECIEUMBAIOIINX TAPAHTUHU PeAIU3alUU TIPaB U
OTBETCTBEHHOCTH CyOBEKTOB MHPOPMAITMOHHBIX OTHOIICHUH.

8.1.4.2. Peznamenmauus 0ocmyna 6 nomeuyeHus

Komnonentsl undopmanuonusix cucreM MBOY JIOJA ATAM nomkHBI
pa3MelaTbCsd B MOMENICHUSX, HAaXOIAIIMXCS MOJ OXpPaHOW WM HAOIIOJEHUEM,
VCKJIIOYAIOIIMM BO3MOXHOCTh OECKOHTPOJIBHOTO MPOHHKHOBEHUS B MOMEIICHUS
MOCTOPOHHUX JIUI U 00ECNEeYMBAIOIINM (PU3HUYECKYIO COXPAHHOCTh HAXOMASIIHUXCS
B MOMEILIEHUHN 3alIUIIAEMBbIX PeCypcoB (I0KyMeHTOB, APM u T1.11.). Y6opka Takux
NIOMEIICHU  JIOJDKHAa  MPOM3BOAUTBCA B INMPUCYTCTBUM  OTBETCTBEHHOIO
COTPYIHHKA, 32 KOTOPBIM 3aKpEIJICHbl JAHHbIE KOMIIOHEHTHI, C COOJIIOJIEHUEM MeEp,
UCKJIIOYAIONIMX JOCTYNl MOCTOPOHHUX JIML K 3allUIAaeMbIM HH(OPMALMOHHBIM
pecypcam.

Bo BpeMst 00pab0oTKH MepCOHANBHBIX JAHHBIX B TAKUX MOMEUIEHUSX JTOKEH
IPUCYTCTBOBATh TOJBKO IMEPCOHAN, AOMYLIEHHBIM K paboTe C MEepPCOHATbHBIMU
JAHHBIMHU.

3anpemaercss NpueM NOCETUTENEH B IMMOMEUIEHUAX, KOI/la OCYLIECTBIIAETCS
00paboTKa MepCOHATbHBIX TAHHBIX.

[lo oxonuanum pabGodero AHs, MOMEIICHHS, B KOTOPBIX pa3MeLIaloTCs
KOMIOHEHThl HUH(popMarmoHHeix cucrem MBOY  JOJ ATIAM, 10mKHBI
3aMMpaThCs Ha KITIOY.

B cnyudae ocHamieHusi MOMEIIEHUH CPeICTBAMU OXPAHHOW CUTHAJIM3AINH, A
TaK)K€ aBTOMaTU3MPOBAHHON CHCTEMOM MpUEMa U PErMCTPallid CUTHAJIOB OT 3THUX
CPEICTB, IMpUEM-CAa4ya TAKUX TMOMEIICHUA I0J OXpaHy OCYILIECTBIISIETCS Ha
OCHOBAHUM CIIELIMATIBHO pa3padaThiBA€MOIl HHCTPYKIIUH.



8.1.4.3. Pecnamenmauyusn O0Onycka compyoHUKo8 K UCHOJIb308AHUIO
UHpOpMAYUOHHBIX pecyPCOos

B pamkax pa3penmTenbHON CUCTEMBI (MaTPUIIbI) IOCTYTAa YCTaHABIUBAETCS:
KTO, KOMY, KaKyto HH()OpMAIKIO U JIJIsl KaKOTO BUAA IOCTYIa MOXET MPEI0CTAaBUTh
U TIPU KaKUX YCIIOBUSIX.

Jlomyck monb3oBarteneit k padore ¢ nHpopMamoHHbIME cuctemamu MBOY
A0 ATIM u moctyn K ee pecypcaMm JOJKEH ObITh CTPOTO perjiaMEeHTUPOBAH.
JIroOble M3MEHEHHUs COCTaBa U MOJHOMOYHMN MOJIB30BATENECH MOJCUCTEM JOJKHBI
MIPOU3BOJIUTHCS YCTAHOBJIEHHBIM MOPSIKOM.

YpoBEHb  IOJTHOMOYHIA KaXXJI0TO MOJIb30BATENS.  ONpPEAENseTCS
WHIUBUyaJIbHO, COOMIOAs CleayIoue TpeOOBaHUS:

— KXl COTPYIHUK MOJB3YETCS] TOJIBKO MPEANUCAHHBIMUA €My MpaBaMU MO
OTHOILICHHUIO K MEPCOHAJIBHBIM JaHHBIM, C KOTOPHIMH €My HeoOxoauma padoTa B
COOTBETCTBHUM C JOJDKHOCTHBIMU OOS3aHHOCTAMHM. PacivpeHue mpaB JocTyna U
MPEIOCTaBIICHUE JOCTYIa K JOMOJHUTEIbHBIM HH(POPMAIMOHHBIX pecypcaMm, B
00s3aTEIbHOM  TMOPSAKE, JOJKHO COIJVIACOBBIBATHCS C OTBETCTBEHHBIMH 32
OpraHu3anu 00paboTKU MEPCOHABHBIX JJAHHBIX;

- pykoBoautens MbBOY A0 ATAM uMeer mpaBa Ha MPOCMOTP UHGOPMAIIH
CBOUX TMOJYMHEHHBIX TOJIBKO B YCTAHOBJICHHBIX MpE/eliax B COOTBETCTBHH CO
CBOMMH JIOJKHOCTHBIMU 00SI3aHHOCTSIMHU.

Bce cotpyauuku MBOY IO ATAM o6cnykuBaromiuil nepcoHat, JOKHbBI
HECTU MEPCOHAIBHYIO OTBETCTBEHHOCTH 32 HAPYILICHUS YCTAHOBJIEHHOTO MOpPSJIKa
00pabOTKM TIEPCOHATBHBIX JIAHHBIX, TPABWJI XpaHEHUsS, WCIOJb30BAHUSA W
nepesayn HaxoIIIUXCS B MX PACHOPSKEHHH 3alUIIAEMbIX PECYPCOB CHUCTEMBI.
Kaxnpiii corpynnuk (mpu mnpueme Ha paboTy), KOTOPBIH HMEET JOCTYyN K
MEePCOHATBHBIM JaHHBIM, JIOJDKEH MOJAMKUCHIBATH 00513aTEILCTBO O COOIIOJCHUU U
OTBETCTBEHHOCTH 3a HApPYIIEHHUE YCTAHOBJICHHBIX TPEOOBAHUU IO COXPAHEHUIO
nepcoHanbHbIX Aanubix MbOY IO ATAM.

O6paboTka TEpPCOHATBHBIX JAaHHBIX B KOMIIOHEHTaX WH(OPMAIIMOHHBIX
cuctreMm MBOY JOJ ATAM nomkHa NTPOU3BOAUTHCS B COOTBETCTBUM C
YTBEPAKIAECHHBIMU TEXHOJIOTUYECKUMHU UHCTPYKIIUSIMH.

8.1.4.4. Peznamenmauus npoueccoé 00CAYICUBAHUA U OCYULECHBICHUA
MoOugpukayuu annapamHvlixX u RPOZPAMMHbBIX PeCypPcos

B mensx nommepxaHus pexkuma MHPOPMAIIMOHHOM  0€30MacHOCTU
amnrmapaTHO-TIporpaMMHasi KOH(UTypalusi aBTOMATU3UPOBAHHBIX PabOUYUX MECT
corpynaukoB MBOY 1O/l ATAM, ¢ KOTOpbIX BO3MOXKEH AOCTYI K pecypcam
WH()OPMAITMOHHONW CHCTEMBI, JODKHA COOTBETCTBOBATH KPYTY BO3JIOKCHHBIX Ha
JTAHHBIX TTOJIH30BaTENEeH (PYHKITMOHAIBHBIX 00S3aHHOCTEH.



B xommoneHTax wWH(GOPMAIMOHHON CHUCTEMBI W Ha paboymx MecTax
MOJIb30BATENEH JIOJDKHBI YCTAHABJIMBATHCS W HCIOJB30BATHCA JIMIEH3HMOHHbIE
pOrpaMMHBIE CPECTBA.

8.1.4.5. Obecneuenue u kKonmponsv uzuuecKkoil yeaocmHocmu
(neusmennocmu Konguzypayuu) AnnapamHvxX pecypcos

ObopynoBanre UH(YOPMALIMOHHONW CHCTEMBI, UCTIOIB3YEMOE IS TOCTyIa U
XpaHEHUs TMEpPCOHATBHBIX JAHHBIX, K KOTOPOMY JOCTYIl OOCIIYKHBAIOIIETO
NEepCOHajla B TPOLECCE OKCIUlyaTaluu He TpeOyeTcs, Nocie HalaJO4YHbIX,
PEMOHTHBIX U MHBIX pabOT, CBSI3aHHBIX C JOCTYIIOM K €r0 KOMIIOHEHTaM JIOJKHO
3aKpbIBATHCS.

8.1.4.6. Iloo6op u noozomoeka nepconana, 0dyuenue nojibzoeameneil

[Tonp3oBatenn mHpopmarmonHsix cuctem MBOY O ATIAM, a taxxke
PYKOBOJSIIMNA U OOCTY>KMBAIOIIMI TMEPCOHAN JOJKHBI OBITh O3HAKOMIJIEHBI CO
CBOMM YPOBHEM IIOJJHOMOYMH, a TakKe OpraHU3alMOHHO-PACTIOPAIUTEIbHOM,
HOPMaTUBHOU, TEXHUYECKOM M DKCIUIyaTalMOHHOW  JOKyYMEHTAlUeH,
onpeeNstonell TpedoBaHusl U TOPAIOK OOpabOTKH MEPCOHANBHBIX JaHHBIX B
MBOY 104 ATAM.

OOGecnieuenre 0€30MaCHOCTH TEPCOHATBHBIX JIAHHBIX BO3MOXHO TOJBKO
1ocJie BEIpaO0OTKU y MOJIB30BATENEH ONPEAEICHHON KyIbTYpPhl padOThI, T.€. HOPM,
00sI3aTeNbHBIX JJISi UCIOJHEHHS BCEMHU, KTO paboTaeT ¢ HH(POPMAIMOHHBIMHU
pecypcamu MbOY JOJ ATAM. K Takum HOpMaM MOKHO OTHECTH 3aIlpEIICHUE
JOOBIX YMBIIUICHHBIX WJIA HEYMBIIUICHHBIX JEUCTBUM, KOTOpHIE HApyIIAlOT
HOPMAaJIbHYI0 Pab0Ty KOMIOHEHTOB HHpopmamnuonubix cucreM MBOY JIO/]
JATJM, BBI3bIBAIOT JOIIOJIHUTENIBHBIE 3aTPAThl PECYPCOB, HAPYIIAKOT LEJIOCTHOCTD
XpaHuMOW M oOpabarbiBaeMol WHGOpPMAIIMK, HAPYIIAIOT WHTEPECHl 3aKOHHBIX
M0JIb30BATEJNICH, BIIAJICIBIIEB UM COOCTBEHHUKOB.

Bce nonb3oBarenu undopmanmonubix cucteM MbOY IO ATAM nosxHbI
OBITh O3HAKOMJIEHBI C OPraHU3AIMOHHO - PACTOPAIUTEIIbLHBIMU JOKYMEHTAMU IO
oOecrieyeHnto 0e30MacCHOCTH NEPCOHANBHBIX JaHHBIX YTpaBlieHUus 00pa3oBaHUs ,
B 4YacTHU, HUX KacalolleWcs, MOKHbI 3HAaTh M HEYKOCHUTEIBHO BBIOIHATH
WHCTPYKIIMM W 3HATh 0OImMe OO0S3aHHOCTH MO OO0eCredYeHuo Oe30MacHOCTH
MEePCOHANIBHBIX JTaHHBIX. JloBeneHne TpeOOBaHNM YKa3aHHBIX JOKYMEHTOB JIO JIUII,
JOMYIIEHHBIX K O00pa0OTKe 3allMIaeMbIX TEPCOHANBHBIX JAHHBIX, JOJIKHO
OCYUIECTBIISITHCS TIOJT POCIIHCh.

8.1.4.7. Omeemcmeennocms 3a HapyuwieHus yCMaHo81eHHO20 NOPAOKA

noav3oeanus pecypcamu ungopmayuonnvix cucmem MbOY 404 ATAM

Mepa OTBETCTBEHHOCTM IIepCOHaNa 3a JIEUCTBUS, COBEPILCHHBIE B
HapylIEHWE YCTAaHOBJEHHBIX TMpaBWJl oOecniedeHusi Oe30macHod paboThl ¢
MEePCOHATBHBIMU JTAaHHBIMM, JIOJDKHA OMNPEACNISIThCS HAHECEHHBIM  yIIepOoM,



HAJIMYHMEM 3JI0T0 YMBIC/IA U APYrUMHU (aKTopaMu N0 YCMOTPEHHIO PYKOBOJICTBA
MBOY N0 ATIM.

Jns  peanu3anuu  TPUHIUIA  TEPCOHATBHOW  OTBETCTBEHHOCTH
MOJIb30BATENICH 32 CBOU ICUCTBUS HEOOXOIUMBI:
— WHUBUTyalTbHAS UACHTU(DUKAINS TTOJIH30BATEICH W MHUIIMHUPOBAHHBIX UMHU
IIPOIIECCOB, T.€. YCTAHOBJICHUE 32 HUMU UJEHTH(HUKATOpa, Ha 0a3e KOToporo Oyner
OCYIIECTBISTHCS pa3rpaHUYCHHE JOCTylla B COOTBETCTBUHM C TIPHUHIIUIIOM
000CHOBaHHOCTH JIOCTYTIA;
— NpoBepKa IMOJJIMHHOCTH TMOJIb30BaTeliell (ayTeHTHU(UKAIMs) Ha OCHOBE
MapoJeu;
— peaknus Ha TIOMBITKH HECAHKIIMOHUPOBAHHOTO JOCTYIA (CHUTHAIH3AINA,
OJIOKMPOBKA U T.1.).

9. CpeacrBa obecriedeHUus1 6€30MACHOCTH
NMEePCOHATbHBIX JTAHHBIX

9.1. Jlnma obecmeuenus wuHpopManuoHHOW Oe3omacHoct MBOY JIO/1
JATJIM ucrons3yroTces CIEAYIOMNE CPEACTBA 3AIIUTHI:
— (bu3nYecKue CpeacTBa;
- TEXHUYECKHUE CPECTBA;
— CpeACTBa UACHTU(PUKAIINY U ayTeHTU(DUKALIMK MOJIb30BaTEINEH;
— CpEACTBa pa3rpaHUUYCHUsI T0CTYIIa;
- CpelicTBa 0OECTICUEHHS M KOHTPOJIS LIEJIOCTHOCTH;
— CpEICTBa ONIEPATUBHOTO KOHTPOJISI U PETUCTPAIIU COOBITHI O€30MTaCHOCTH.

CpenctBa  3amMThl  JOJKHBI  MPUMEHATBCA KO  BCEM  pecypcam
WH(OPMAITMOHHBIX CUCTEM YTpaBlieHUs] 00pa30BaHMs, HE3aBUCUMO OT MX BUJA U
dbopmbl IpeicTaBlIeHUst UHPOPMAIIUY B HUX.

9.1.1. ®dusnyeckue cpeacTBa 3alUTHI

@u3znyecKkue Mepbl 3alIUThl OCHOBAaHbI HAa MNPHUMEHEHWH Pa3HOro poja
MEXaHUYECKUX, DJIEKTPOHHBIX WIIM 3JIEKTPOHHO-MEXAaHUYECKUX YCTPOIMCTB U
COOpPY)KEHUH, CHEHHATbHO TMPEIHA3HAYCHHBIX ISl CO3JaHus  (PU3HYECKUX
MPENATCTBUN Ha BO3MOXKHBIX MYyTSIX MPOHUKHOBEHUS W JOCTYMNa MOTEHIIMATbHBIX
HapyIUIUTENEeH K KOMIIOHEHTaM CUCTEMbI U 3aIIHUIIAEMbIM IEPCOHATBHBIM JaHHBIM,
a TaK)Ke TEXHUYECKUX CPEJCTB BHU3yaJIbHOTO HAOJIOJCHUS, CBS3U U OXPaHHOU
CUTHAIU3ALNH.

st obecrieueHus busrgeckoi Oe3omacHOCTH KOMIIOHEHTOB
uHpopmanmonnsix cucteM MBOY IO ATAM HeoOX0AMMO OCYIIECTBIATH Pl
OpraHU3alMOHHBIX U TEXHUYECKUX MEPONPUITHI, BKIIOYAOIINX:



* TPOBEPKY O00OpyIOBaHWS, TMPETHA3HAYCHHOTO [JIi  00paboTKu

MepPCOHATBHBIX JIAHHBIX, HA!

— HaJIM4Yue CIelHaIbHO BHEAPEHHBIX 3aKJIaIHBIX YCTPOMNCTB;

— BBCJICHHE JIOMOJIHUTEIBHBIX OTPAaHUYEHUW 10 JOCTYIy B ITOMEIICHHUS,
MpeIHa3HAYCHHBIC JJIs1 XpaHEHUS U 00paOOTKHU TIEPCOHATBHBIX JAHHBIX;

— o0opyioBaHHE CHCTEM HHGOPMATHU3AIMH YCTPONCTBAMH 3allUThI OT COOEB
AIIEKTPONUTAHUS ¥ TIOMEX B JIMHUSX CBS3H.

9.1.2. TexHn4ecKUe CpeaCcTBA 3aIUTHI

Texandeckue (ammapaTHO-TIPOTPAMMHBIE) MEphl 3alllUTHl OCHOBaHBI Ha
WCITOJIb30BAHUU PA3JTMYHBIX JIEKTPOHHBIX YCTPONCTB U CIIENUATBHBIX TPOTpaMM U
BEITIOJTHAIOMINX (CaMOCTOSTENIFHO WM B KOMIUIEKCE C JIPYTUMHU CPEACTBAMH)
GbyHKIIUU  3anmuThl  (MACHTUPHUKAIMIO W ayTeHTU(UKAIMIO TOJIb30BaTeleH,
pa3rpaHUYCHHE JOCTyTa K pecypcam, perucTparuo COOBITH,
Kpuntorpaduueckoe 3akpbiTie HHGOPMAIIUU U T.1.).

C yderoM Bcex TpeOOBaHMI M NPUHUMIIOB oOecreyeHus: 0e30MacHOCTU
MIEPCOHANILHBIX JTAaHHBIX IO BCEM HAIPABJICHHUSAM 3alllUTHl B COCTaB CHCTEMBI
3aIUATHI TOJDKHBI OBITh BKIIFOUCHBI CIICAYIONINE CPEICTBRA!

— CpEIICTBA pa3rpaHUYCHHS TOCTYyTA K JaHHBIM;

— CpeICTBAa pErucTpalydyd JOoCTynma K KOMIIOHEHTaM HWHGOPMalMOHHON
CHUCTEMBI  KOHTPOJIA 32 HCTOJIb30BAaHIEM HH(POPMAIIHH;

— CpeICTBa pearupoBaHHWS Ha HAPYIMICHUS peXUMa HHPOPMAITMOHHON
0€30I1acCHOCTH.

Ha Texnuyeckuwe cpenacTBa 3aliMThl BO3JIAraeTcs pPEIICHUE CIICIYIOMNX
OCHOBHBIX 3a/1a4:

— UIeHTH(PUKAIUSA U ayTeHTU(PUKAIS TTOJIH30BaTEJICH MPH MOMOIINA UMEH WIIH
CHEIMaTbHBIX alllapaTHBIX CPEJICTB;

— peryiaMeHTanusl U YIpaBlIeHWEe JTOCTYIOM TOJIb30BATENICH B TIOMEIICHHUS, K
(U3UIECKUM U JIOTUYECKUM yCTPONCTBAM;

— 3alkTa OT MPOHUKHOBEHUS KOMIIBLIOTEPHBIX BUPYCOB W Pa3pPYyIIMTEIHHOTO
BO3JICHCTBHSI BPEIOHOCHBIX TIPOTPAMM;

— perucTpanus BCEX MCUCTBUM TIOJB30BATENII B 3alIUIIICHHOM JKypHAJIE,
HaJIMYne HECKOJIPKUX YPOBHEH PETHCTPAIINH;

— 3allliTa JAaHHBIX CHUCTEMbBl 3alUThl Ha (HaWJIOBOM cepBepe OT J0CTymna
MoJIb30BaTeNIe, B YbM JOJDKHOCTHBIC OOS3aHHOCTHM HE BXOJUT padoTta ¢
nH(pOpMaIuU, HaXOAAIICHCS Ha HEM.

9.1.3. CpeacrBa uaeHTH(PUKAIUM ¥ AyTeHTU(PUKALMHI M0JIb30BaTe el

B nensix nmpegotBpariieHuss paboThl ¢ pecypcaMu WH(OOPMAITMOHHBIX CUCTEM
MBOY NOJ ATIM mocTopoHHUX JIMII HEOOXOJIMMO OOECIEYHUTh BO3MOXKHOCTH



pacno3HaBaHMs Ka)KJOTrO JIETAIbHOIO MOJIb30BaTelN (MM TPy MOJIb30BATENEH).
Jns waeHTU(PUKALMM MOTYT MPUMEHSTHCS Pa3IUYHOrO0 pojAa YCTpOMCTBa:
MarHuTHbIE KapTOUYKH, KIIOUHU, KIIFOUEBbIE BCTABKH, TUCKETHI U T.11.

Aytentudukanus (MOATBEPKIACHUE MOMIUHHOCTH) MOJB30BATENICH TaKkKe
MOKET OCYIIECTBIIATHCS:

— NyTeM MPOBEPKH HAIWYUS y IOJb30BaTeNed KaKuX-IHM0O CHenuaIbHbIX
YCTPOMCTB (MAarHUTHBIX KapTOUEK, KIIFOUYEH, KITFOUEBBIX BCTABOK U T.]1.);

— IIyTEM MTPOBEPKH 3HAHUSI UMU MTAPOJIEH;

— MyTeM MPOBEPKU YHHKAJIBHBIX (DPU3MUECKUX XaPAKTEPUCTHK U MapaMeTpOB
CaMHX TMOJIb30BaTENeH MPH MOMOIIY CIEIMATBLHBIX OMOMETPUIECKUX YCTPOMCTB.

9.1.4. CpeacrBa pa3rpaHM4eHHs J0CTyNA

30HBI OTBETCTBEHHOCTHM M 33Ja4M KOHKPETHBIX TEXHHYECKHUX CpPEICTB
3aIMATHl YCTAHABIMBAIOTCS HCXOJA M3 HMX BO3MOYKHOCTEM M 3KCIUTyaTallMOHHBIX
XapaKTEPUCTHK, ONMCAHHBIX B JIOKYMEHTAllMX Ha JaHHBIE CPEACTBA.

TexHuueckue cpeacTBa pa3rpaHUuEHUs JOCTYIA JOJDKHBI 10 BO3MOKHOCTU
OBITh COCTABHOM YaCThIO €IMHOU CUCTEMBI KOHTPOJIS IOCTYyTA!

— Ha KOHTPOJUPYEMYIO TEPPUTOPHIO;

- B OT/ICJIbHBIE TIOMEILICHHUS;

- K KOMIIOHeHTaM uH(popmarmonHor cpeast MbOY J1OJ ATAM wu
AJIIEMEHTaM CUCTEMbI 3alUTHI IEPCOHATIBHBIX JAHHBIX (PU3UUECKHI TOCTYI);

- K MH(OPMAIMOHHBIM pecypcaM (JOKyMEHTaMm, HOCUTENSIM HH(pOpManuu,
daiinam, Habopam JTaHHBIX, apXHBaM, CIIPaBKaM U T.J1.);

- K aKTUBHBIM pecypcam (IPUKIIaJHbIM IPOrpaMMam, 3aa4am ! T.11.);

— K OIEpallMOHHOW CHCTEME, CHCTEMHBIM MpOrpaMMaM M IporpamMmmam
3aIUTHI.

9.1.5. CpeacrtBa obecneuyeHus1 1 KOHTPOJISI EJTOCTHOCTH

CpenctBa obecrieueHHs 1IEIOCTHOCTH BKJIHOYAIOT B CBOM COCTaB CpelCTBa
PE3EPBHOTIO KONMPOBAHMS, IPOTPaMMbl AHTHUBUPYCHOM 3alIUThI, IPOrPAMMBI
BOCCTaHOBJIEHUS 1I€JIOCTHOCTH OINEPALMOHHON cpeibl U 0a3 JaHHBIX.

CpencrTBa KOHTPOJIA LIEIOCTHOCTH HH(POPMALUOHHBIX PECYpPCOB CHCTEMBbI
NpeIHAa3HAYEeHbl JJIi CBOEBPEMEHHOIO OOHAapyXeHUs MOAu(UKAIUU WU
UCKaXEHUsI pecypcoB cucTeMbl. OHU TO3BOJIAIOT 00ECIEYUTh MPAaBUIBHOCTD
(YHKIIMOHUPOBAHUA  CUCTEMbl  3allUThl W  LEJOCTHOCTb  XpaHUMOW H
oOpabatbiBaeMoi HH(MOpMAIUH.

Koutponps nenoctHoctT uH(OpMALMM W CPEACTB 3allUThI, C LEJIbIO
oOecrieyeHuss  HEM3MEHHOCTH  HMH()OPMAIMOHHOW  Cpellbl,  ONpeaesieMoi
MPEAYCMOTPEHHOM TEXHOJOTHEN 00pabOTKU, U 3alIUTHl OT HECAHKIIMOHUPOBAHHOU
MOAU(PUKALMY TEPCOHANBHBIX TAHHBIX JIOJDKEH 00€CIeunBaThC:



— CpEICTBAMM pas3rpaHUYEHHs] JOCTyNa (B MOMEIIEHHsA, K JOKYMEHTaMm, K
HOCUTEJSIM MH(OpMAaLIMH, K CEpBEPaM, JIOTHYECKUM YCTPOUCTBAM U T.I1.);
— CpEIACTBAaMU 3JIEKTPOHHOM MOANNCH;
— CpPEICTBAMHM  MOJCYETa KOHTPOJBHBIX CYMM (I  HCIOJIB3yEMOIO
MIPOTPaMMHOT0 00ECTICUCHHUS ).

9.1.6. CpexacTBa onepaTUBHOIO KOHTPOJISI M PerHCTPANIMH COOBITHIA
0€30I1aCHOCTH.

CpenctBa 00BEKTUBHOTO KOHTPOJIS JOJKHBI 0OECTeunBaTh OOHApYKEHUE U
perucTpanuio Bcex coObITUi (AeiicTBUi moiib3oBateneid, nonsitok HCJ u T.11.),
KOTOpBhIE MOTYT TIOBIIEYh 3a COOON HapylieHHe Oe30MacHOCTH U TPUBECTU K
BO3HMKHOBEHUIO KPU3HUCHBIX CHUTyallMii. AHaiM3 COOpaHHOM CpeAcTBaMu
peructpaiuy UH(GOPMALMK MO3BOJISIET BBIIBUTH (DAaKThl COBEPIICHUS HapyLICHUH,
UX XapakTep, IMOJCKa3aTh METOJ €ro paccleloBaHUs U CIOCOOBI IOUCKa
HapyLIUTENSA U UCIIPABIICHUS CUTYaLlUU.

CpefcTBa KOHTPONS U pervcTpaummn AoMKHbI PEJOCTABISITH BOZMOKHOCTH:

— BEJICHUA W aHAJM3a JKYPHAJIOB PErucTpaldd COOBITUNA O€30MacHOCTH
(CHUCTEeMHBIX >)KYpHAJIOB);

— NOJly4YeHUs] TBEpJIOM Komuu (TMedaTu) >KypHaia perucTpauuud coObITHHA
0e30I1aCHOCTH;

— YIOPSAI0YEHHUS )KYPHAJIOB, a TAKKE YCTAHOBJICHHS] OTPAHUYEHHUI HA CPOK HUX
XpaHEHUS;

- OIEPaTUBHOIO OIOBEIICHUS OTBETCTBEHHOIO 3a OpraHM3alMio 00pabOTKU
NEPCOHAIBHBIX JAaHHBIX O HAPYILICHUSX.

[Ipu peructpauumu coObITHH O€30MACHOCTH B KypHaje JOJDKHA

(UKCUpOBATHCS CAEAYIOMIAsE HHPOPMALIHS:

— JaTa v BpeMsi COOBITHS,

— UACHTU(DUKATOP CYOBEKTa, OCYIIECTBISIOLIEIO PETUCTPUPYEMOE JIEHCTBUE;
- nercTBUe (TUT IOCTyTA).

10. KonTpoJib 3¢ (PpeKTUBHOCTH CHCTEMbI 3aAIUTHI

Kontpomns 3P (HEeKTUBHOCTU 3aILUTHI IIEPCOHAJIBHBIX JAHHBIX
OCYILECTBISIETCS C LEIbI0O CBOEBPEMEHHOIO BBIABICHUS U INPENOTBPALLICHUS
YTEUYKH MEPCOHAIBHBIX JAHHBIX 33 CUET HECAHKLIMOHMPOBAHHOTO JOCTYIIA, 4 TAKKE
NPEAYNPEKICHUS] BO3MOXKHBIX CIELUAIBHBIX BO3JCUCTBUN, HANPAaBICHHBIX Ha
YHUUTOXEHUE MEPCOHANBHBIX JIAHHBIX, pa3pyllE€HUE CPEICTB MH(OpPMaTHU3ALUU.
KOHTpOIb MOKET NPOBOUTHCS MPUBJIEKAEMBIMU ISl 3TOW LIEJIA OPTaHU3ALMSIMU,
MMEIOIIMMH JIMLIEH3UIO Ha 3TOT BUJ IESITEIBHOCTH.



Onenka 3¢(HeKTUBHOCTH MEp 3allUThl MEPCOHATBHBIX JAAHHBIX MPOBOIUTCS
C UCIOJIb30BAHUEM TEXHMYECKHX M MPOTPAMMHBIX CPEJCTB KOHTPOJIS HA MpPEAMET
COOTBETCTBUS YCTAHOBJIIEHHBIM TPEOOBaHUSM.

11. F'apanTuu KOHPUIAEHIUAIBHOCTH

WNupopmanus, OTHOCAIIASICS K NEPCOHAJIBHBIM JIaHHBIM, CTaBLIasi U3BECTHOU B
CBA3M C pealn3alueld TPYIOBBIX OTHOLICHUH U B CBA3M C OKa3aHUEM
TOCYIapCTBEHHBIX YCIYT M OCYLIECTBICHHEM TOCYAApCTBEHHBIX (DYHKIIHM,
SBIISIETCS. KOHPUACHIIMATBHONU HHPOPMAITUEH 1 OXpaHSIETCs 3aKOHOM.

PaGoTHHKM W WHBIE IMIA, TMOJYyYMUBIIHE AOCTYNl K oOpabaThiBaeMbIM
IIEPCOHAIBHBIM JTaHHBIM, IPEAYNPEKIECHBI O BO3MOXHOU JIUCHUIIIMHAPHOM,
aIMUHUCTPATUBHOM, I'PAKIAHCKO—IIPABOBOM WJIM YI'OJIOBHOW OTBETCTBEHHOCTHU B
cllyuae HapyuleHUss HOPM M TpeOOBaHMUN JEHCTBYIOLIETO 3aKOHOAATENbCTBA,
PEryIupymoIero npasuia 00pabOTKU U 3aIUThI IEPCOHATIBHBIX TAHHBIX.

12. U3menenus nacrosuen [Moaurukun

Hacrosmas Ilonutrka MoxeT ObITh JOMOJIHEHA JIMOO M3MeHeHa. B ciydae
BHECEHUsI B HAcTOsIIYI0 [lOMUTHKY CyIIECTBEHHBIX W3MEHEHHH, K HUM OyJer
oOecrieyeH HEOTPAaHUYEHHBIM JOCTYNl BCEM 3aMHTEPECOBAHHBIM CYOBEKTaM
MEPCOHAIBHBIX IAHHBIX.

KoHTakTHBIE IUIA:
['naBubIi Oyxrantep — JlyneBa Anna CepreeBHa, Ten (4822) 34-21-25.

Benymmit 6yxrantep - ®wmunmnosa Upuna BnagumuposHa,

Ten (4822) 34-21-25.
3aMm.upekTopa no nepconany — Hexaesa Jlrommuna ['eHHabeBHA,
Ten (4822) 34-21-24.



